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A description and logf@ny and all future updates shall be contained within this policy section.

- Update Contact information to include OTS End User Support Services
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o Includirg applicable verbiage updates in policy sections that previously referenced these items.

- Generalgrammarand documentformatting updates
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- Agency Management Commitment verbiage

- Mild clarificaions of password requirements and policies

- Improved Device Management Responsibilities for Firewall Configurations

- End User DevicesPeripherals and Collaborative connections

- Improvements to Data Center Securgyracility Security

- Error Handling requimaent within the Audit Logging and Event Monitoring Policy Section
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ontact Information

Information Security Team
Call

Information Security Hotline
TolHree @ (844) 6928019, or
Local @ (225) 342288

Email

Information Secuty Team@ InfoSecTeam@la.gov
Chief Information Security Offic@ CISO@la.gov

End User Support Services Team
Call225-2196900 @
Toll Free 18442196900 or

Email

otssupport@la.gov
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resore--

Introductionand Overview

Purpose

TheState of Louisians committed todefiningand managinghe information security requirements for maintaining
data privacy and protectiohispolicy sets forth thenformation securitypolicies for accessing, protecting, managing,
storing,transmitting, sanitizing, and distributing data to ensure its availability, integrity, authenticityrepudiation

and confidentiality.

This policy is designed to clearly infoBtate AyenciesEmployeesthird partiesandapplicable operationatntities of
their roles, responsibilities, and requiremen#s this is critical to the overall success of the Stdileouisian&@
Information Security Program.

Scope

All entities under the authority ahe Office of TechnologyServices (OTSpursuant to the provisions of Act 712 of the
2014 Regular Legislative Session, shall comply with this policy.

Definitions

(For thepurposes of this document)

Agreement - A legally bindingrrangement that is accepted by all parties to a transacteg., Mutual NorDisclosure
Agreement(NDA) Business Associatgreement(BAA) Data Sharing Agreeme(DSA)Memorandum of
Understanding (NDU),formal contract, etc.).

Awareness - Hforts designed taemind, improve behavioyor reinforce proper information security practices and
processes

Baseline - An gprovedsystem application, or serviceconfiguration standard by which futurgnangesan be measured
or compared.

Change - Afunctional or technical modification or patch, including changes in cordign, installation, maintenance or
management, which could affect the security, accessibility, functionality or integrihe@tateQ @&mputing systems
applications, orservice

Computing Systems - Includes all electronicsystemsin addition toall computersservers network devicesand other
computingdevices

Control - The means of managinggsk, including policies, procedures, guidelines, organizational structures, which can be
of administrative, techical, management, or legal nature.

Data - Includes all information in electronic or in paper format that can be createded, used, received or
transmitted. Data may include data assets, data elements, datands, and information assets.

Data Breach - The successful compromise of security, confidentiality, or integrity of electronic or physicahat
results in, or there is a reasonable basis to conclude has resulted in, the unauthorized acquisition of and access to
Confidential or Restricted Damaintained, managed, or held in trust bye State its Agencyor Office.

Data Center - Any State owned, managed, or leased facility, or area within, hosting one orgaorersthat store,
transmit, or processlata.

Data Encryption - Refers to cipher®r algorithmsutilized to modifydatain such a way that it is unreadable to anyone
without the specific key in orddp protect its confidentiality. Data encryption can be required durdiadgp transmission
or data storagaedepending on the level of protection required datiassificion. Technicabetails and-equirementsfor
data encryptiorare located withirthe Encryptionpolicy section

Data Storage - Refers todata at rest.
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Data Transmission - Refers to the methods and technologies usedransmit (i.e. nove) data or copy (i.e. replicate)
databetweensystemsapplicationspetworks, and workstations.

Device - Any device or system owned, managed, or utilized by the State, Agency, or the Office of TecBanliogg
(OTSjo transmit, store, or processata. Examples include, but are not limited to, laptops, desktops, servers, routers,
firewalls, smart phones, PDAs, tablets, USB drives, tablets, monisystgms, printers, fax machines, copiers or
network storage devices

DMZ - The outward(i.e. externabr internet) facing level of theietwork architecture used to provide services to
externalusersor systemswithout allowing direct access tiatastores protected servicesor systemawithin the Stat€ a
internal network.

Electronic Media - Includes electronic and storage media includiagés, disks, CDs, cassettes, DVDs, USB drives,
removable storage devices, @portable computing equipment.

Emergency - When there exists an unforeseen service outage or immiiiertat related to the public health, welfare,
safety, or public property under emergency conditions as defined in accordatiteagulations.

Employee - Any fulltime, parttime, or temporary employee dhe State, including interns and studenorkers
employed by the State or itsg&ncy.

Eradication - Is the necessary action taken &liminatetechnical components related to ancident.

Incident - An attempted, suspected, or successful unauthorized access, use, disclosure, modification or destruction of
data; interference with information technology operations; or a violatiorEofl UseAgreement

Incident Response Team (IRT) Lead by theChief Information Security Offic¢€ISO), or designee, and further defined
within the{ { I [h&dei Response Plan

Independent Contractor - Any person or entity that is not @amployeeof the State and who provides services to an
Agency pursuant to an independent contractor or consultingeement

Individual - Any StateEmployeethird party, independent contractgrconsultant partner, or supplier

Internal Systems - Network devicesworkstaions systemsd SNISNE X 2NJ | LILIX AOF GA2yas RA
internal network.

Least Privilege - The principle of least privilege (also known as the principleasit lauthority) is an important concept in
information security,requiringminimal user profile privileges ®ystems and applicatiorzmsed on users' job
necessities.

Malware - Short for édmalicious softwaré >  gikahyGéftware used to disrupt computer operation, gather sensitive
information, or gairunauthorizedaccess t@omputing systems

Network - A group of interconnected computers andtwork devices

Network Devices - Include firewalls, routers, switels (managed or unmanagedyireless routes, wireless access post
(managed or unmanagedyireless controlles, modens, physical taps, anthtrusion prevetion systemgIPS)pr
intrusion detectionsystemgIDS)

Privileged User - An individualauthorizedto accesshe { G I (1 S Q& teShhidaeNduiteds an8 has the capability to

alter the properties, behavior, or control ahyinformation systen(s), applicatiorfs), or network (e.g., a supeuser,

root, or administrator). Additionally, an individual is a Privileged User if granted such elevated access to perform critical
business or technical function(s).

Remediation - Implementation of an informatioisecuritycontrol or set controls to ay system(s) or application(s) when
correctly appliedvill mitigate a specificzulnerabilityor reducethe impact of a vulnerability to an acceptable levetiek
defined by the organization.
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Risk - The likelihood of d@hreat successfullyeveraging an identifiegdulnerabilityandthe level ofnegative impact omny
asset,system,data, or operatioral process

Security Event - An observable event, or collection of eventisat may indicate a potentiahcidentand shall be
reviewed or investigated and may or may not be required for promotion to an Incident.

Separation of Duties - The concept of having more than one person required to complete a task which has a significant
inherent risk.

Server - Acomputer systenthat provides services to othetientprograms and theirsers in the same or a different
network. Aphysicalr virtualsystemthat providesa service is also server.

Service-Level Agreement (SLA) Anagreementrelated to the provision of goods or services that sets forth the terms,
expectedduties(typically including proessing or response timegnd responsibilities of the parties.

System - A system may be either electronic or manual and refer to serversjork devicesdata sources, network
components, telecommunicatiocomponents, data communication services, business processes and other applications.
Systems include atbmputing systems

System Administrator - Anindividualresponsible for the installation and maintenance of at&m. The System
Administrator is responsible for ensuring effective system utilization, adequate security parameters are incorporated in
the System, and that the System complies with the Informa8enurity Policy and procedures.

Third Party - Anyindividualor entity that is not either the State Agency or Bmployeeof the State and is providing a
good or service to an Agency.

Threat - Any source of danger that can cause negative impaeitasset,data, and/or business operations.g.,act of
nature, systenvulnerability, manmade disasters, hackénnployeg etc).

Training - Bforts focusedo reviewrelevant securitfiknowledge and improve or establish skitld competene. The
mostsignificant difference between training amdvarenesds that training seeks to teach skills that alloweagon to
perform a specific function, whilewarenesseeks to focus amdividuaQ & I & dnSwyi§shiedr set of issues.

User - AnyEmployegindependent contractgrorthird party with authorized access to or that interacts wisttatedata
or datastored, processed, orransmiited by the State Theuser is responsible for using tigata in a manner that is
consistent with the purpose intended and in compliance with the Information $gdolicywhile alsoreporting any
intentional or nonintentional violations oftie Information Security Policy.

Visitor - Anindividualor entity that is visiting a Statcility and is not thédgency anEmployeeof the Agency or athird
party providing a good or service tm Agency.

Virus - Any piece of codeor computer progranthat may becapableof propagatingtself and typically has a detrimental
effect, such as corrupting the system or destroyiade.

Vulnerability - Any weakness or flaw ins/stemthat results in the loss of confidentiality, integriggcountability or
availability or any combination thereofsticcessfullgxploited.
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Education, Awareness, andifing

Requirements for continuousformation security ducation,awarenessandtrainingare located in théraining and
Awarenesgpolicy section.

Policy Enforcement

Privacy and Security Audits

The State may, from time to time, conduct audits of Agency privacy and securiticpsaitt confirm conformance with
the Information Security Policy.

Complaints of Privacy Violations

Any person may report suspected violations of the Information Security Policy. Complaints may be lodged directly with
the Chief Information Security OfficéCISOYr the Information Security Teai(lST) and may be in writing, by

telephone, or by email. Anonymous privacy complaints may be left omfbemation Security Hotliner with the

Office of Technology Servicg3TS)End UseComputing SupportServiceg eam

Reporting Obligations

It is the duty of all Statemployeedo immediately report, using one of the methods described above, any known or
suspected violations of the Information Security Policy by an Agency, its Emplayeggarties andindependent
contractors The intentbnal failure to report violations shall subject the ngeporting party to sanctions as outlined
below.

Investigation of Complaints

All complaints regarding privacy and security policies and practogscompliance therewith will be accepted and
consideed. Upon receipt of a privacy complaint, thé@ief Information Security Offic¢@SO), or a designee, shall
investigate the allegations. In so doing, SO maynterview Employeescollect deuments, and review logs detailing
access and use dhta. AllEmployeeshall coperate fully with theQSO to ascertain all facts and circumstances
regardng such complaints. TH8SO shaltreatea report of findings in response to any privacy or security complaints,
and shalinclude the proper assurance functions suctHasmanResource§Human Capital Management)egal, and
Compliance entities during theourse of an investigation, as needddhedSO shaknsure all complaints are reported
to the Commissioner of Administration and CIO immediately as practical. In addition, the CISO shall produce periodic
reports forthe Information Security Governandzoard(ISGBand The Office of Technology Servi¢€ SExecutive
Leadershipream concerning thstatus of privacy and sadty complaint(s) involving an Agendis Employeesghird
parties orindependent contractors

Non-Retaliation

Neitheran Agencyor anyEmployee(s¥hall undert&e any action to intimidate, threaten, coerce, discriminate against,
2N Fye 20KSNI NBGFEAFG2NE | OGA2Y 6 & mSlhindalion Becusity Polck. A v &
Persons who engage in acts of reprisal shall be sutmjexanctions as outlined below.

Sanctions

Violations of the Information Security Policyaynresult in disciplinary action, up to and including dismissal. Accordingly,
the State shall notify the appointing authority responsible for the individual that has violated this policy. In addition, if
the State has a reasonable belief that the individual has violated the law, the State shall refer violators to the relevant
entity for prosecution, as well as commence legal action to recover damages from the individual.

Violators may also be required to complete remedial training
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PolicyExceptions

Except as otherwisstatedin this policy, anygency olnindividualmay request arexception to this policipy having their
section director (or higher) submitRequest folException Fornto the Chief Information Security Offic¢€ISO)The
Agency or operational entity must receive documented authorization prior to taking any action that divedtiglirectly
conflicts withthe requirements and respwsibilities within this policy.

Where an exception to the policy presentsskthat cannot be remediated or mitigated using alternative security
measures, &isk Acceptance Forshall be completed and signed by tBatewide Chief Information Officer (Cl1O)

Chief Information Security Officér/ L{ h0 = FyR (KS | 3f6ryh® pupdse f se@ing dmiha@dsk 5 A NX
management strategy.

In cases where the requestdeems the CISDdenial is unacceptabléhe requestmay be appealed @ (§ KS | 3 Sy (
E>ecutive Directoto the Information SecurityGovernance Boar(iISGB

The CISO shall not, under any circumstance, approve any exception which violates or conflicts with any Federal or
State law.

The CISO shall present the ISGB with a report of all current exceptions at least annually.

Changes and Amendments

The Information Security Policy is reviewed annually by the CISO, taking into aatpehbages to environments,
technology in use, operational objectives and processes, identliiedits, effectiveness of implementecbntrols, and
external events, suchs changes in legal or regulatory environments, changed contractual obligations, and changes in
the social climateAny policy changes or amendments shall be propaseate ISGBor review and approval. Any
amendments to this Policy may be proposed by any member of the Information Security(E3giar the review and
approval by thdSGBat any time.
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oles and Support Functions
Statewide Chief Information SecuKficer(CISO)

The CISO is responsible for the maintenance and implementation of the Information Security Policy. i We80O
with various operational sectiongssurance functionstate agencies, and interhand external parties to implement,
monitor, and evaluate the Information Security Policy.

Information Security Tea(sT)

The IST is comprisedthie CISO andpecifically selected OTS resources at various operational lgiklthe primary
responsibilly of performingoperationalinformation security functionsLeadby the CISO, the IST works with applicable
OTSAgency and ThirdPartyresources to develop, implemerdpmmunicate, anépplythe Information Security Policy
to Statesystemsdata, and processes

Information Security Office(I1SO)

The CISO will assigpecificmembers of the IST to serve as an ISO. AmiB@ssist in leading information security
initiatives related to specific regulatory environmengs) ISO will ab function as a dedicated resource for agencies to
assist with planning, auditg)cidentresponse, naotifications, and ensure regulatory requirements are implemented in a
verifiable manner.

Information Security Governance Bod6iGB)

The ISGB is comprised of membefs ol KS S5AGBA&AA2Y 2F | RYAYA &GN G AMILOE 9 E ¢
and changes to the membership of the ISGB may be proposed and approved by the ISGB. The ISGB is responsible fo
confirming that the State aligns the Information SecuritfBti S3e& A G K GKS {dGFGSQa 2 LISNI
managing information securitysks though appropriate risk tolerance levels arisk policies.

Assurance Functions

Legal, Compliance, and Regulatory

¢ KS {léghl, GoMelidnce, andegulatory @partments omresources shall be engaged to provide theQCafd IST
legal and regulatory compliance guidance anegoing direction to support continuous improvement of the Information
Security Policy.

Audit Assurance Groups

The CISO and IST shall work with the Division of Administration Internal Auditors(igigna Legislative Auditors
(LLA), andhird parties where applicable, to mator, develop, and assess the effectiveness of the Information Security
Policy.

Internal Audit(lA)

The assessments, risk ratings, audit findings and recommendations issued byvli@saist theCISO and 1S
the annual review of the Information Seigty Policy. Th&€lSO and I1Sfiay seek assistance from and cooperate
with 1A to help facilitate compliance with the Information Security Policy and applicable regulatiandards,
and best practices.

Louisiana Legislative AuditA)

The CISO and I&brking with 1Ashall cooperate with LLAsstatedby State law [RS 24:518), implement and
maintain financial reporting controls, including key information technology general computérlsand
access controls.
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Third Parties

When deemed necessary byetChief Information Security Offic€€1SQ)the Information Security TearflST)
may contract withthird partiesfor the following:

1 Recommendationsguidance or creationof policies, processes, and procedures
1 FormalRskAssessments

91 Application Security or Penetration Tieg)

1

Industry certifications

Office of Human Resources (OHR)

Due toAgency OHR direct and constant relationship with existiggnployeesas well as its interaction with new and
former Sate Employees, the IST shall work closely vitHRresources to confirm complianeeth critical processes and
procedures required by the Information Security Palicy.

1 The IST shall work withHRto develop policies and procedures to address any information security issues prior
to employment, during o#fboarding,during employmentdismissalor position changes.

1 The IST shall also work wifiHRto align Information Securitgwarenesseducation, andrainingwith the
Information Security Policy.

Office of Risk ManagemerfORM)

The IST will coordinate with ORM to administer a cost effective comprehengivaaisagement program for all
information technology services in order to mitigate financial liability associated with the delivery of these services.

Office of State Rocurement(OSP

OSHs comprised of three internal sections: Central Purchasing; 8sifeal Contracts; and State Travel/Purchase Cards.
Each section is responsible for providing timely and efficient procurement of goods and services.

9 The IST shall work with OSP to standa&;dacilitate, and supervis the procurement of alinformation
technologygoods, servicegnd Professional Services (professional, personal, consuitiqgiyred bythe Sate
or its Agencies.

1 The IST shall review and apprd®EPs and contracts fimformation technology relategoods and servicds
ensure language prided meets or exceeds the standards required inlttiermation Securityoligy.

1 The IST will ensure that staff, contracted staff augmentation personnel or their subcontractors, receive and
meet Training and Awarenesequirementsfor the protection ofAgencydata.

1 The IST will providassistance and review of contracts relatedritormation technologyor information
exchangeo ensure compliance witbata Sanitizationequirements.
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ety

Change Management Boaf@MB)

The CMB is responsible for overseeingchengemanagement process and confirming that the proper review,
documentation, testing, approval, implementation and archiiatltange performed. The CMB is comprised dfiGe
of TechnologyServicesLeadership selected by thénief Information Officer (CIOand meets periodically. Thehief
Information Security OfficefCISO3¥hall be a voting member of the CMB.

Agency Management Commitment

TheState of Louisians committedto ensuring compliance to thimformation Security PolicyAgency Executive
Management shall be responsible for ensuring ésgpes and partners have access to, able to review, and follow the
Information Security Policy.

Note: Additionalinformation including, €sponsibilities for Information Security Management and Support Roles can be
F2dzy R Ay Info&tion]Séduiti Bd@m Charter
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ata Classification and Handling

Purpose and Scope

This policy section provides a clear definition and responsibilities for classifgingccordingly to the requirements
andrisks associated withthe use, storage, transmission, or processing of data bfgamcyor entity.

This policy section appli¢s all dataowned,maintained, processed, held in trust, or licensedhe Stateor its Agency.

Data Handling

Agencies shall appropriately appoint roles, responsibilities, operational processes, arfy d&asn accordance with
the classification system defined within this policy.

In addition to the responsibilities defined within this policy, all agencies shall comply with any apphkedblal and
Sate regulations related to data protection.

Data Roles and Responsibilities
Data Owner

The Data Owner is thedividual team, group, osectionwithin anAgencyor entity directly responsible for theata.

The Data Owneshall beknowledgeable about how the data is used, acquites)smitied, stored, deleted, and

otherwise processed. Unless otherwise specified byAtpency orappointed by higher authority, the Data Owner is the
leader of the operational area, group, or team that is responsible for the process or service requiring thehd&tata
Owner is also referredtoas KS NB O2 NR @GOGRANPE RAKY {GFrGS5SQa tdzoft A0 wSO2

The Data Owner, @authorizeddelegate, shall determine the appropriatéassification Levef the data and shél
review the Classification Level periodically to verify it is still applicable and appropriate.

The Data Owneshallbe personaly liable for the misuse, unauthorized use, or intentional disclosurefiricted Data
which shall result in actions by the State as defineddticy Enforcement

Data Custodian

The Data Custhan isindividualor groupassigned by the Data Owneesponsible for implementing and maintaining
the requiremens for thedata classified by the Data Owner.

Data Hander

A Data Handler is anyone who has been authorized by the Data Ownglize thedatain aacordance with assigned
duties or responsibilitiesA Data Handler is responsible for understanding the data classification and requirements set
forth by the Data Owner.

Data Labéng

Datamust belabeled with the appropriatélassification Levathere possible.

For example, where possible, electronic documents should be labeled in the header or footer with the appropriate
Classification Level; printedaterial should contain the Classification Level on the cover sheet, and system, database, or
application entry points should display the Classification Level within the logon banner dderedfeasibleby the
Information Security Team (IST)
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Data Clasification Levels
Public(or Unrestricted)

Public Data isatathat does not qualify aS8onfidentialor Restricted Datand is in the publidomain or has been
released for public use in accordance with applic&Bléeral, Sate, or Agencypolicy.Public Data is accessible to all
users (i.e.,general publirand distributed without the need for restrictiofRelease of this data has no measurable
adverse impact omdividuals Agency or the State of Louisiana.

1 Examples of Public Data

Include, but not linted to, approved press statements, louisiana.gov content, forms and templates used by workers
or residents, marketing materials, etc.

Uncateqgorizedor Internal)

UncaegorizedData isdatathat is not actively published to the publitowever,is subject to thg § | BuBliQRecords
Law Inadvertent disclosure would unlikely have an adverse effed@myindividual supplier, partnerAgengy, or the
State of LouisianaAny datanot classified a&estricteq Confidentia) or Publicshall be classified agncategorizedata.

1 Examples of/ncateqorizedata

May include, but not limited to, Internal Memos not containiggnfidentialor Restricted DataMeeting Minutes
not containingConfidentialor RestrictedDatg Internal Project Reports, Departmental Operating Procedures,
Business Contact information, etc.

Confidential(or Sensitive)

Confidential Data idatathat the unauthorized disclosure of could seriously and adversely ingraégengy, third
party, suppliersjndiviguals, or the State of LouisianAdditionally, Confidential Data has been specifically excluded or
ANl yGSR SESYLIWiA2Y o6AlGKaw GKS {GFIGSQa tdzof A0 wSO2NRaA

1 Examples of Confidential Data:

Include but not limited to, Source Code, Audit or Risk assessment reports, demographic research, strategic plans,
employee performance reviews, etc.

Restricted

Restricted Data igatathat requires strict adherence to legal obligationsl asederal,Sate, or local law, specific
contractualagreemens, or data specifically designated as Restricted Data in applicable stageacypolicy. The
unauthorized disclosure of Restricted Data is expected to have a severe draatasadverse effect oan Agengy,
partners,individuak, or the State of LouisianAdditionally,Restricted Datéas been specifically excluded sagted
SESYLIiA2Y ¢ A Buklic Recaidk Saw.{ (I 1 S$Qa

1 Examples of Restricted Data

Include but not limited to,Usernames and Password@i&deral Tax Information (FTI), Protected Health Information
(PHI), Personally Identifiable Information (Rdtjucation records,credit or paymentcard information (PCI), Criminal
Justice Information (CJBmployeepayroll recordsstate tax payerdata, etc.
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Requests for Public Records

In order to ensure_onfidentialand Restricted Datds not unintentionally release@n Agency shall createmaintain and
disseminateprocedures for processing Requests for Public Records. Agency proceduresrghall named individuals
authorized by the appointed authority to release informatiomcethe request has beeappropriately revigved bythe

I 3Sy 0eé Qa @rdésignepaadfe§aNdounsel

All Employeeswhen presented with a Request for Public Recastalfollow theAA Sy O& Q& LINE OS RdzNB &
Requests for Public Recordegardless of th€lassification Levalssigned to theecords being requested.
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Access and ldentity Management

Purpose and Scope

This policy section clearly outlines the responsibilities and actions required to ensure idemdiesedentials are
appropriately managed for authorizedeis and tailored to job roles or responsibiliti€Bhis section also applies to any
and all applicationssystems clierts, serversdevices portals, orthird party used by a Agency.

Access permissions are managed, incorporating the principlesgfpriviegeandseparation of dutiesSecurity
validationor Screeninghall beincludedwithin the Office of Human Resources (OR)cessesincludng performing
backgroundchecks on a periodic or as needed baS@eeninghecks may also include personal credit validation when
deenmed necessary by theata Owner

Identity Management

All systems gpplications, andwoftware utilized by a Agencyor the Office of Technology Services (GSHa)l comply wit
the following list of requirements:

1 Eachuser, includingemployegindependent contractarthird party users,shallreview and sign th&nd User
Agreement
Ead usershallbe assigad a unique ID that is created in approved identity management repositories.

User accounts or IDs issueditord partiesor independent contractoshall be configured to automatically
expire at the end of the conact or engagement date.

9 User accounts or IB$all not be created locally withiapplicationsdevies andsystemsunless appoved by
the Information Security Team(IST)

1 User accounts or IDs used faregtnetworks shallbe strictly limited andisolatedfor guessonly and access shall
be automaticallyremoved or disabledpon completion of engagement or 30 dayvhichever occurs first.

Auser account or Iand password must be presented eadiné a user logs into the network.

System Administratoaccounts will not be granted direct remote accesaty $ate network or application.
Systemadministrators shall authenticate to the network using their standasér account credential and then,
if performing any system administrative job function, authenticate using tnajue privileged level amount
credentials.

1 System dministrators shall wse privileged accounts onlyrfapproved system administrator purposes.

Passwords
Allusers, systems and applications sl comply with the following:

9 Passwordsnust not be storedin cleartext, digitallyencoded,or using or unauthorizedencryption

Password must bestored andtransmited in compliance wittEncryptionRequiremets.

|l
1 Passwordsnust not be transmitied in clear textor insecureprotocols.
|l

Passwords must comply withassword Requirements
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Foranyuseraccountissued bythe Agencythe Office of Technology Services (Q©8&approvedhird partyor any
additionaluser account created to facilitate operationabcessedor the Stateall useis shalltake reasonable
precautions to protect the confidentiality, integritgnd sececy of their passwordncluding but not limited to:

1 Notify thelnformation Security TeafiST)n the event of a actual or suspectegassword compromise.

1 Never share their passwords with any othperson.

1 Never write downpasswords or use and store passwords in a readable electronic form, including batch files,
automatic login scripts, software or keyboard macros, or terminal function keys.

f Where possible, ndbcallyécache any passwords or selettieoptioni 2 G NBY SY o6 S Nwitiida LI a &
client applicatioras selecting this option wlikely store thepassword in an insecure manner.

T Nevera & 2 N&ch& NJLIt a3 62 NRa GAUGKAY |ye ada2aidsSy 2N I LILX AOI
by the State. (i.e. Cloud or Internet services)

1 Never transmitpasswords over email or other forms of electronic communication without uskataf
encryptioncompliantwith Encryption

Note: It is not the intention of this policy to create inefficient or fmaing processes for users of any technology; and as
such, the IST will gladly review any proposed solution that may securely ease the burden of authentication for any
Agency process.

Onboarding New Users

Screening

In accordance with relevafiederal and3ate laws and regulationghe Office of Human Resources (OKRAll perform
background verification checks credit check®n existingEmployee®r candidates for Employment.

Terms and Conditions of Access

Prior to granting access feesticted, Confidentia) or Uncategorizedats OHRor ISTshall verify thathe End User
Agreementissigned byEmployees,ndependent contractorandthird party users of information assets.

OSHCMuvill maintain allEmployee related recordssahe appropriate process owner and ISHall maintain records of all
independentcontractor and hird party usersecurty agreements

Access Control

Access talataandsystemsshall beconfigured based (1) on th@ata Classification Levand (2) bythS — dzgo$ niBat
responsibility All systemsshould be tailored to restrict accessuseiswho need such information to perform tirgob
function (east privilegd. Al datashall be protected via accessntrolsso thatdata is not improperly accessed,
disclosed, modified, delete@r rendered unavailable.

Default Minimum Access

Allusers shall be allowed to haveeadaccess teystems, applications, and resourdbst contain solely?ublic Data
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Access Based on Job Role

Access taystemgahat containRestricteq Confidentia) or Uncatemrized Datashall be granted based on job role or
responsibility. The parameters of the accassbased oruser attributes proposed by the supervisor of thgency
sectionand will be subject to thadditionalapproval of thdSTor Data OwnerReviews ofid SNE Q | G G NR& 6 dzii S
access needs are to be performed by #pplication,system, orData Owneion a periodic basis to confirm that the

access is still necessary and required for that job role.appécation,system, orData Owneshall notify the

Information Security Teai(dST)f the roleor access ismlonger needed or appropriate.

Elevated Access

If access is required beyotige initially approved scope of the Job Role and is deemed necessary by the Data Owner,
then theData Ownelor delegate must submit aAccessRequestand receive approval from the ISAny extensions of
temporary Elevated Access must be submitted to and approved bisth&helSTshall keep alhccess Request
documentation of extensions on file in accordance witta retention policies. Th®ata Owneshall reviewuseis with
Elevated Access periodically to confirm that the access is still necessary and required and shall notify the IST and the
user (ortheud SNR& YI Yyl ISNE AF FLIIINBLINREFGS0O AF G KGser8rio®dheri SR
needing Elevated Access will have such access modified or removed.

Third Party Access

Third Partyor independent contracusers shalbnly be grantedthe access necessary to perform theintracted
obligationas determined by th&ata Owneanddeemedappropriate bythe IST

On an annual basis, thigata Owneyassisted by the IST, shadirform a review ofthird party access

Emergency Access

In the event of aremergencyrequiring immediate access, the same access control processes shall be followed, except
that if the DataOwneris not available and the need fadditionalaccess is critical for continued operations or to

address an activeicidenti, then theChief Information Security Officé€1SQ)Chief Information Officer (CIQ)r Deputy

ClO may authorize such access. The emergency access shall be documentediwithsarRequeand the emergency
access shall be removexice thesituation is resolved.

Resolution ofie emergency is determined yata Ownelor higher authority), CIGnd CISO.

Remote Access
OTS and Agencisballensure
1 Reasonable and appropr@atechnologies and measures to control remote accesysiems

9 Secure authentication and cryptograjehtechnologiesitilized comply withPasswordand Encryption
requirements

1 An additionafactor of authentication(multi-factor) isrequiredfor privileged usersuseis accessingrestricted
Dataremotely, or for systemsdespnated by theData Owneor CISO teequire multi-factor authentication.

1 System configuationsmaintainthe latest antivirus updateandoperating system updates pursuant titoe
requirements withinSystem Configuratiaon

9 Third party acces® systemdsrestricted unless specifically required to fulfill serviaamtained within a signed
agreement
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Removal or Suspension of Access

Suspension of Access

If the Information Security TeafiSThas evidence or suspicion thart useraccount or IDs being used in violation of a
Sate policy or in a manner that may cause potentiahthge to Agencyystemsthen thelSTmay immediately suspend

or disable theuser oraccountID. The IST shall provide notification of the suspended access t@tlfe N & RA NB O
supervisor.

Standard Removal of Access

Employegindependent contractgrandthird party useraccounts oiDscreated or $sued by an Agency or OTS, or an
account used solely for Agency processes shall be disabled or decommissioned upon dismissal diotefiina
contract

Supervisors or responsible parties shall notify alssignedDffice of Human Resources (OldBi)tactsas soon as
possible, but no later than two business days, following the decisidistassan Employeel-orcontractors, orthird
party users, the responsible parties shall notify the IST asgignedDffice of State Procuremeff©SPontactsno later
than two business days, following the decision to termirat®ntract or services

For panneddismissalsOHRor any other responsible party shall notify ti&Tof the planned date oflismissahndthe
affectedthe user(s) Accesshallbe removed for the Employe, contractor, orthird party user as soon as possible, but
no later than two business dagdter the date ofdismisal

Sensitive Removal of Access

Removal of acceshall beconsidered sensitive wimethe useris beingdismissedand:

1 Has access tgystemscontaining Confidential or Restricted Data

1 Has been grantedrivileged access

1 May inappropriately use Ageydataafter dismissal

In the event that accesrequiressensitive removal, thed S NI & sod e d8eMdnthata Owney or designe shall
notify the OHRandISTtwo days prior to the de of the planneddismissalor earlierif operationally possible.

The IST shall work with theata Owney Agency Leadership, or designgecoordinde the actions required for
removing access at a time closely aligned with the dismissal of the user.

At a minimum, sensitive dismissals requires access to be removed before the close of business that same day.

Change in Role or Position

In situations whee theuser has changed roles or positions and requires reduced or enhanced access, 3hE.XD a
managershouldnotify the IST and work with the relevabtita Owneto provide theuser with appropriate access that
is consistent with his or her job responsibilities.

Unnecessary or Inappropriate Access

In situations where aser has received unnecessary or inappropriate aceesdusing accessr otherwise viohating
policy, the IST may remoydisable or restrictaccess upobecoming aware of the situation or receivingeguest fom
the relevantData Owner or supervisor.

Based on the potential operational impact, nature of the inappropriate access atbuwiith the situations outlined
above, orwhendeemed necessary by thighief Information Security Officé€ISQ)the IST shall further investigate the
event.In instances wheréhe CISO determines trectonsby the Data Owneare clearlynegligenceor misuse actions
shall be taken in accordance wignlicyEnforcement
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ystem Configuration

Purpose and Scope

Thispolicysection sets forth standés forall computing system®2 Yy SO0 SR @worii. KISysténisin S Q &
production or intended for production use, whether managedfy Office of Technologyervices (OTS), an Agenoy,
third party, must be built, deployed and configured in accordance with this policy se@thainformation Security
Team(IST)must perform pre and post evaluation and validation of the security configurations of all such systems.
Computingsystems that are not owned or leased by OT$erAgency shall not be allowed to directly connect to the

{ G I deSvOrkunless approved by the IST.

Computing System Build and Deployment

All system deploymentgclient or serverpr modificationsmust follow a documented system configuration process.
The system configuration process, must be documented and maintained by the appropriate technicahod/ner
approved by the ISRAny request for an exception tahis requirementmust be submitted tothe ISTusingthe
processesequired byPoicy Exceptions

Computing systemshall be built, configured, deployed, and maintained in compliavitie the technical and non
technical requirementslefined within the Information Security Policy

System Configuration Record

A System Configuration Recomlist be generated for all initial systenaselinesandchangedo systembaselines at the
time of installation by the system developers, maintainers or administrators and maintained accordingly.

=

Note: Userpreference variables such as screen backgroundstoings, and otheuser basedettings are exempt fron
this requirement.

Secure Baseline

The IST, workingith the appropriate operational OTS sections, shallutieent a securéaselineof the applicable
sealrity settings,controls configurations of th@perating system (OS) while including any additional application,
hardware, or service settings specifically relied upon to address an identified

Patch Deployment

All current patches, hefixes and service packs shall be installed, when applicableoomputing systemgprior to
deployment into the production environmenfny future patches, hot fixeand service packs shall be iaked in
accordance Wh Vulnerability Managemerand Change Management

File Integrity Monitoring

Where possible odeemedrequiredby CISQFile Integrity Monibring (FIM) solutions shall beplemented onsystems
storing or processingonfidential or Restricted Date alerton unauthorized modification of critical system files (e.g.,
system and applicatioaxecutablg, configuration and parameter files, and secudtyentlogs.

Application Control

Where possible odeemedrequiredby CISQapplicationcontrol solutions shall be implemented to ensure the
computing systemmemains in compliance with the approved system configuraiaseline

Computer Firewalls

When applicablegomputer (or Hostfirewalls shall bestilized to address the risikf computing systemsonnectirg to
untrusted networks.
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Anti-virus Software

Anti-virus software shall bepplied tocomputing systems accordace withAntivirus
Encryption

Encryption shall bapplied tocomputing systemin accordance witlzncyption.
Network Time Protoco(NTP)

All Cffice of TechnologyServices (OTSnd Agencyystemsshall be configured to use the NTP serverdsithorized by
the Information Security TeariSTYo maintain ime synchronization with otherystems in the environment.

Network Storage Configuration fo€onfidentialRestricted Data

Storagedeviceautilized by OTS or an Agenttyat store Confidential or Restricted Damaust be on an internaietwork
segregated fromany DMIZ Access to storage devices must be configured in accordanceiwitiss and Identity
Managementequirements.

Confguration of local shares

All shared resources (e.g., mapped folders, drived,device3 must have permissions set to allow only those individual
accounts or groups that require access to that resource. Sharing i@sgeurces from a workstation is prohibited and
server resources must be used for sharing purposes using the guidelines as desctibeesmand Identity

Management
Where applicable, all approved shared files and folders must be configured to use NTFS (New Technology File Systen

sharing via Active Directory Groups with exceptions to approved Service or System accounts. Granting permissions to
files and fdders directly is allowed for seice and system accounts only.

Login Notice

Any computingsystem owned, operated, leased or managed®¥S oan Agencyshall be configured with login
banners, where feasible, remindingeis of the permissible and authorized uses of ttwenputingsystem.Where
applicable, warning banners should be uselVising sersof safeguarding requirements.

Software Installation

Usersmay not install softwar@n computing systemeperated within the{ { | deSvEr If the requested software is
on the approved=nd User Facing Technologies, [03iSwill obtain and track the licenses, test new software for conflict
and compatibility, and perform the installation. If particular software is not onghd User Facing Technologies, lths
appropriateAgency managememust submit a request t®TSor review and approval prior tproductioninstallation.
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Change Management

Purpose and Scope

Thispolicy section sets forth the policy under whiglthangeto systemsshall be proposed, reviewed, tested, and
implemented.The purpose of this section is to minimize disruptions and atiigsksassociated wittthanges. A

changeis a furctional or technical modification or patch, including changes in configurations, installation, maintenance

or management, which cdd affect the security, accessibility, functionality or integritythe Office of Technolayy
Services (OTS)r Agencysystems

Change Management BoaxdViB)

TheChange Management Boa(@MB)is responsible for overseeing the change managenpeocesses and confirming
that the proper review, documentation, testing, approval, implementation and archiviie@thangegperformed.

Change Management Procedure

The approval, testing, and implementatiohchangesnug be made in accordance with thehange Management
Processas may be revised by the CMB. Change requests must be submitted by the appropriate Agenseoti@S
The change request mustdntify thechange impact, priorityand type and whether thehange relates t@ystemghat
containConfidential or Restricted Dat®TS shall then follow the process set forth in@enge Management Process

Change Releases
High Priority Releases

If an Agency nformation Security Team (IST)or OTS believeschangemust occu prior to the nextCMBmeeting and
thecK y3S KIFIa 6SSy RSaAdayIlIGiSR Fa aKAITK LINR 2 NR § &agdefined (
within the Change Management Process

Emergency Releases

Changesnay be relased on aremergencybasis pursuant to th€hang@ Management Procesfkthe Agency, IST, or OTS
determines that an interruption requires immediate response due to the numbesok affected, the involvement of
systemshat are critical to Stater Agencyoperations, or the involvement ofystems that contairConfidential or
Restricted Data

Change Implementation

Changesnust have a deploymerglan thatcontains implementatiorin addition to aroll backplanas required by the
Change Management Proce3heroll backplan must beexecutedif there are any discrepancies between egfazl
results and actual results that actsystems unless such discrepancies are documented and accepted #grecy
and the CMB

Where deemed feasible by th@hief Information Officer (CI)TSand Agency.eaderkip, separate environments and
systemsshall be maintained solefjedicated to development, testing, and deployment of the changes to reduce risk.
Environments shall be separated by logical, technical, or physin&iolsas appropriate. In addition, where
appropriate, separate personnel are to be resgible for each of these environments:paration of dutiekto avoid risk
of unauthorized accestampering ard changes

Change Documentation

Changesnust bedocumented andetained as outlined in th€hange Management Procesdl source code ownear
createdby an Agency or OTShall bestoredin asecure source code repository, a@d Shallestablish and maintain
operational processef®r authoriang developmenusers to check outin code for version and auditurposes.
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etwork Devices and Communications

Purpose and Scope

Thispolicysectionclearlyindicates the responsibilities and actions requiredniplement and maintain mechanisms
that ensure communications ametwork segmentghat process or trarfer Confidential or Restricted Dagre
adequatelyprotected

Allfirewalls, routers, switches, wireless routenstrusion detection systemsnd othernetwork deviceon any Agency
network, whether managed bthe Office of TechnologyServices (OTS), Ageney,byathird party, shall comply with
this section.

Network Device Management Responsibilities

Network devicesnust be implemented¢onfigured, maintaired to effectively filter and protect against unauthorized
access t@TSand Agencyystemdahat store, process, or acceBsstricted and Confidential Data.

Networkdevice managememntesponsibilitiesmaybe delegated to third parties in accadance withthis policy section,
Third Party and Data Sharing Agreemeatsd written approval from thénformation Security TearlST)

Device Management Responsibilities Include

9 Alistshall be created and maintained all approved protocols and services permitted on firewalls, royters
switchesandother apgicablenetwork devicesDocumentationfor Approved Network Services, Protocols and
Portsmust contain a justification for business need atedcription ofpurpose.

1 Apply securityaccessules to firewalls, routersand other network devices sufficient to protect Oar#l Agency
systemscontainingRestricteq Confidentia) andUncdegorizedDatafrom externalSecurty Eventsand external
attacks.

Source routingnustbe disabled on all firewalls and external routers.

Implement a network perimeter defense between tted and untrusted environments.

Access control taetwork devices shall adhere taccess and |dentity Managemeneiquirements.

Network deviceshall not expose any management interface to any external neteotke internet.

Document firewall and router security ruthanges usingpproved Network Services, Protocols and Rorts

All network devices must beapable of andonfigured to generateolgs sufficient taaddressAudit Logging and

Event Monitoringrequirements.

1 Network diagrams must be created and maintained for the entire network, clearly labelimghwtrk devices

and protection mechanisms.

Ensureall routers, firewall, and othernetwork device configuration files are se®d and synchronized properly.

Network cevice configuration backupshallbe captured at a frequency that is operationally fedesiind

approved by the IST.

1 Manage and apply any patches or fixes for routing protoeolsetwork devicesn accordance witltChange
Managementand Vulnembility Management

1 Network diagrams shall be updated after ariyangeaffecting the environment and reviewed on a quarterly
basis to confirm they are accurate and up to date.

1 Conduct biannual review of all network pamneter routers, firewall, IPS, and core network device configurations
YR NBO2NR NBadA (a8 sSted GoffignBa RE@The cgnfigrét®maRs:@ord S Q &
Agencynetwork devicesare to be reviewed on an annual basis and updates tdSywiem Configuration Record
should be made when necessary.

1 Requests fomternal system®r applicationdo establishdirect connectonsto internet services must be
submitted to thelSTfor review and approvalf approved,network devices will be configured to only permit
sessiongo the specific destinatiofP addresseand ports provided in the request.

= =4 =4 =4 =8 =9

= =
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1 Firewallg(Physical or Virtuathustbe configured tqrevent connectivityn either direction. Network traffic shall
only be permitted when there is an operational need, anghdtelisted inan ACLwith source address,
destination address, andestinationport.

Authorized Services, Protocols, and Ports

Approved services, protocgland ports, with their corresponding justificatioaad purposeare listed in theApproved
Network Services, Protocols and PoAsaychangedo the list shall be made in accordance withange Maagement

Every connectivity patfboth inbound and outbound)protocok, and servicethat have not been approved and listed
onasApproved Network Services, Protocols and Pshill be bocked by OTS or Agency firewalls, routers aadvork
devices

Network Connection Paths and Configuration Requirements

Eachnetwork path leading tdJncategorized, Confidential, or Restricted Dmaast utilize logical or physical network
segregation using appropriate teablogies (e.g., VLANs, IPSawd VPN and have a firewall installed at each Internet
connection. A firewall shall be installed between any demilitarized zoihe) network, public or untrusted network,
third party networks and where applicable for the internal network zones.

For network connections dirdlgtconnected to the internet, public network, or otherwise untrusesd/ironment
requires all traffic to be filtered by a monitored intrusion detection/prevention system ihatanaged by the
Information Security Tear(IST), or IST approved resources.

In no circumstance shallretwork device be configured to allowystemsawithin the internal network to be directly
accessed from the internet or public network.

Vrtual Private Network(VPN)

VPN connections are utilizeéd ensure the privacy and integrity of thigita passing ovea publicor untrusted network
VPN connections shall

1 Be used foranyexternal connections tonternal systems

Be used forany onnection between firewalls oveanypublicor untrusted network.

Be implemented in adherende the configurations withirEncryption Requirements

Allow only authorizedisersand partners in accordance withccess and Identity Managemagquirements.

1
1
1
1 Be consideredanextension of the trusted network, and as sushall comply with the other applicable sections
of the Information 8curity Policy.

Modem Connections
1  Where a modem line is used for call out purpose only, auto answer mode must be turned off.

91 Allow only authorized users and partners in accordance Wittess and Identity Managemengigquirements.

1 Where a modem is used to remotely access the network, thebeak function must be configured for
authentication on dialn.

ClassificationPublic Network Devices and Communications Page28of 92



Information Security Policy Division of Administration
Office of Technolog$®ervice

Wireless Network Requirements

Onlywireless routeror access pointswned, managed, acquired, oonfiguredby OT&nd approved by théSTare
permitted on Agencynetworks.

ThelSTis authorized tgerform periodic assessments applicableSate facilities toreview wireless natork
configurationand attempt to identify unauthorized wireless routersr access points

All wireless routers must bghysicallyprotected against thef unauthorized use, or damage.

Allwirelessnetworks inproductionuse must be protected using threquirementsset forth in theEncryption
Requirements

Wirelessnetworks with access tmternal system®r applications is granted to authorized users only.

Wirelessnetworksutilized by guests or public resources must be strictly isolated and prevent any accessital
systems applications, resources, data.

Host or Personal Firewalls

End Usecomputing systemsnust incorporatehost orpersonalfirewall functionalitywhere deemedtechnically feasible
by thelnformation Security TearflST. Applications or services providing sditbwall functionality must beeviewed,
configured, and approved by the IST.

Additionally, all host or personal firewall solutions shall be implemented in such a wayrévaints unauthorized
changes

Network Administrators

Individualsgrantedprivileged useauthorization to manageetwork devices shall mintain strict confidentiality
regarding network infrastructurencluding bunot limited to,information regarding access, configuratigxgency
communicatiorsystems modemaccessnetwork diagramsAnyinformationregarding the configuration or
communication ohetwork devices oisystems shalnot be posted orany publidbulletin boards, listed in telephone
directories, placed on business cards, or made availalleitd partieswithout the written permissiorfrom the IST.
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ulnerability Management

Purpose and Scope

The ability to manageulnerabilitiesreliablyis a cucialcomponentof the Information Security Progrardulnerability
Management is the qocess ofassessingjetecting,validating,documenting and remediating vulnerabilities present on
devices systemsand applicationsin a timely mannerThispolicy sectionestablishes responsibilities and actions
required to effectively manage vulnerabilities.

All devices systems and appltations ownedleased managed, orutilizedby the Sate or utilized by ag individual
conductng busines®n behalf of theSate, shall be managed in accordaneih this section.

Identification and Notification

Use ldentification

If auserbecomes aware da vulnerability applicable to anyftice of TechnologyServices (OTS)r Agencycomputing
system, the user shall inform theformation Security Tear(lST)of the vulnerability as soon as operationally feasible.

Commercial Software Vendor or Third Party ldentification

OTS and their partners shall subscribe or implement approaches to maintairenes©of potential vulnerabilities.

Additionally, anythird party hosting, managing, or maintaining any software, system, or process on behalf @athe
shall contact thdSTimmediately as practicalpon beoming aware of a vulnerability.

Automated ldentification

OTS shall deploy and schedule technical solutions that assistgaiog detection and identification of system or
application vulnerabilities.

Continuous Assessment

Scanning and Testing

The IST, or approved designee, is responsible for conducting consistent internal and external vulnerability scans.

Testing and Scanning after a Significant System Change

Vulnerability testing shall be performed on @dltwork devicesoperatirg systems databases, and applications which
use, store, otransmitany Confidential or Restricted Dagdter any significanthange(e.g., new system component
installations, changes imetwork topology, firewall rule modifications, or product upgrades).

PenetrationTesting or Ethical Hacking

Only qualified resources approved by theief Information Security Offic@CISQ)with the expertise required for
penetration testing or ethical hacking may perform internal @xternal network or application assessmeritbe IST
may perform this function as needed.

Intrusion Detection Software

Networks orsystemghat transmit, dore, or proces<onfidential or Restricted Dashall be protected by a monitored
host or network intrusion detection or prevention system that asgrérsonnel of potential riskgvent logs generated
by Intrusion Detection or Preventi@mystens shall be monitored and managed in accordance witldit logging and
Event Monitoring
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Risk Assessments

As part ofRisk Managementhe Chief Information Security Offic€€1SO3hall identify and assess any existing or new
threatsandvulnerabilitiesto verify that the Information Security Policy is appropriately aligned with the Information
Security Program and Strategy.

Severity Ratirg
Each identifiedvulnerabilityshall be assigned one of the followingings:
Critical

Avulnerabilitymaking it possible faan unauthorizedndividualto easilyor remotelygain control at the administrator
level of an dkected system application device,or directlyaccessConfidential or Restricted Datbnless otherwise
assessed by the CISO, ttlsss of vulnerabilitis considered to introducthe highestievelrisk.

High

Avulnerability making it possible for an unauthorized individudbtallygain administrative access to a system or
application or possibly gain accesdincategorizedata.

Medium

Avulnerability that may allow an unauthorizéddividual to gain access to any informatiginredwithin a system or
application.

Low

Avulnerability that while exists, does not pose an immediétecat to the system or application and poses no overall
increase irriskto the Sate. Lowvulnerabilities may be mitigated thrah firewalls and intrusion prevention systems
that filter or block external access.

Unless otherwise specified by theformation Security TearflST, vulnerabilities identified byoftware vendors shall
maintain thdr industry acceptedpublished severity ratingExamples include, but are not limited to, CVSS or Microsoft
Severity Rating.

Remediation and Reporting
Vulnerability Log

ThelSTshall maintain a vulnerability log that contains all knowineuabilities.

Remediation and Response

Installation of securityipdatesshouldbe tested prior to deployment to productiosystemsand applications where the
capabilityexists Additionally, ypdates should beoordinated andapplied during an established maintenance window.

Vulnembility remediation actions shall be completed in compliance Wittange Management

Reporting

The IST shallevelopaggregatedeports and distributequarterlyto the Statewide © and applicablagency
management resources.

The IST shadharedetailed vulnerabilitydetailsquarterlyto applicable technicadwners Report details must contain
information required for technical owner to confiramd mitigate asrequired.
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Antivirus
Purpose and Scope

Thispolicysection clearly defines the responsibilities and actions required to pratectuting systemand networked
resources againshalicious softwareAll computingsystems, whether managed byffi@e of Technologyervices (OTS)
Agencyor third party, that are capable of suppang anti-virus software, shall comply with this policy section.

Signature Updates

Allcomputing systemwith anti-virus software must be configurdd receive dailysighatureandengineupdates.

Softwareand Process Requirements

Anti-virus software must beentrally managed andonfigured to alerthe appropriate OTS resourcé3TS resources
receiving alerts generated from antirus softwareshall follow the proceduresutlined in Incident Management

Anti-virus software logs shdble retained in accordance witkecordretention policies

EndUserResponsibilities
Usersshalt
9 Take every precautioto ensure malicious software is not introduced into State environments.

1 Notify OTENd User Support Servicasanyactual or suspectechalicious software and shall not attempt to
remediate themselves.

Not attempt to disable or uninstall antiirus protecton on anycomputing system

Not download personal ani¥irus software, including evaluation softwamyblicdomain software, or other
unauthorizedsoftware, oncomputing systems

Computing systemshadl only contain authorized software as installgutovided,or approvedby OTS
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ncryption

Purpose ad Scope

In order to ensure_onfidential and Restricted Daare adequately protectednd compliant withregulatory

requirements it is imperative that only authorizedata encryptiormethodsshallbe used This policy section

documents the standards fartoringandtransmiting Confidential and Restricted Datwhether managed by an Agency,
the Office of TechnologyServices (OTSkr athird party. This section also provides policies for the management of
encryption keys

This section does not intend to conflict witiny Federal, State, docallaw for use of encryption technologies outside of
the United States.

Encryption Standards

Confidential and Restricted Datlaat will traversethe internet, publicor untrustednetworks or transmited wirelessly
shall be engrpted in accordance witncryption Requirementdn adlition, Confidential and Restricted Dastoredon
laptops and other pdable devices shall be encrypted in accordance withcryption Requirement$n the event
technical or operational limitationare identified and canndbe addressed, whicprevent therequireduse of
encryptionfor laptops and other mobile devices, the Agency stathplete theException Requegrocess

The use of proprietary data encryption methods for Confidential and Restricted Data protection is strictly prohibited.

Encryption Key Management

Encryption kgs must be generated, accessed, diisited andstoredin a controlled and secured mannas specifically
required below.

Key Access

Access to encryption keys used to encrypt and dedigatiricted Datanust strictly comply withAccess and Identity
Management TheChief Information Security OfficéC1SOjs theData Owneiof encryption keys. The CISO shall
perform periodic reviews of thaserswith access to encryption keys.

Split Knowledge and Dual Control

When required, aninimum of two encryption keysers are regined to perform any key action (such as key generation
or loading the ky). Additionally, no singlaser with encryption key access shall know or have access to all pieces of a
data encryptiorkey.

Key Generation

Creaton of encryption keys must be accomplished using a random or pseudtom number generation algorithm.
Generating encryption keys must be accomplished by a minimum of two authaiseesl.

Key Storage

All encryption keys must be encrypted and stored seeure locatioras determined by CIS®eyencrypting keys must
be stored separately from datancrypting keysCleartext backups of encryption key components must be stored
separately in tampeevidentstoragein a secure locatiorOnlyusers with accesto encryption keys shall lzthorized
to retrieve key components from secure storage or distribute encryption keys.
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Key Changes and Destruction

An encryption key change is the process of generating a new key, decrypting the cuodunttppndataand re
encrypting theConfidential and Restricted Dawith the new encryption key.

All data encryptiorkeys must b changed when circumstances dictate a chdmgéne Chief Information Security Officer
(CISO)o maintain data encryptioror key integrity The following are circumstaas thatmaydictate when a
encryptionkey change is required:

1 Regular Rotation: Keys shall be changedagtlannually, where applicabées determined by the CISO

1 Incident Response: Any identified (actual or suspected) unauthorized access to or exgiosnicryption keys,
determined during the scope of actions performed in accordance withrtbielent Management

9 Suspicious Activity: Activity related to the encryption key process which raises concern regagdirgasure
of the existing encryption key.

1 Resource ChangéAs deemed necessary by tlidSQa process shall begin to changecryption keysvhena
userwith knowledge of the encryption keyndsemployment or assumes new job role that no longer requires
access to an encryption process.

9 Technical Requirement: Encryption keysllbe changed if the encryption key has become questionable due to
a technical issue shas corruption or instability.

Alldata encryptiorkey changeshall be documented as requiredimcryption Requirement&Encryption keys no longer
in service are to be disposed of in accordance Wittia Sanitization

Transmission d@onfidential andRestricted Data

Confidential ad Restricted Datmust be encrypted when it isansmitted across publior untrustednetworks,
includingbut not limited to,email, or transmitted wirelesslEncryption methods must be in implemented in gtric
compliancewith Encryption Requirements

Examples of acceable encryption levels include:
9 Transport Layer Security (TLS)
1 Internet Protocol Security (IPSEC)

All wirelessdevicesand networks in use @TS and Agendgcilities must be configured in accordance witatwork
Devices and Communicatiamd Encryption Requirements

Disk Encryption

Eled¢ronic mediaor mobile computing systenstoring Confidential and Restricted Datwwhere feasibleshall be
rendered unusable, uneslable, or indecipherabley diskencryption implemented in compliance withncryption
RequirementsFeasibility will be determined based tathnical functionalityarisk analysis performed by thiST, the
applicable operational OTS section, dhd Data Owner

Although the use oéncryption may not be absolutely required in all instances, the intention of this policy is to require
the use ofencryption for all mobil@evicesand removable electronic media stortsat potentially stores processes, or
used toacces<Confidential or Restricted Data
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End User Facing Deviaasd Technologies

Purpose and Scope

End UseFacingDevices and echnologiesefers toall computing systemalevices applicationsand interfaces,
including remote access technologies V& dialin modem access), wireless technologies, removalgetronic media
(USB drives, CD drives, external hdrige, etc.), mobile computing devices (laptog®sartphones, tablet computers,
PDAs, etc.), andmail, internet and instant message programs, thetre, processor transmit data Thispolicysection
sets forth the requirements and approval processEnd User Facigevices End User Faciigeviceghat are not
owned, leased or managedy an Agencypr Ofice of TechnologyServices (OTS$hall not be allowed to directly connect
02 G K SnetjvardurileSsprir approvalis giverby thelnformation Security TeaiiST).

Approved Devices and Inventory

Anyproduction, test, or pilodeployment of a new il User FacinBevice orTechnology shall be reviewed and
approved by e ISTprior to production implementationThe IS;Tworking with the appropriate OTS operational
sectionsshall maintain a list ofioproved End User Facing Technologies

Additionally, # End User Facirigevices andechnologies must be inventoried as requiredrfprmation Asset
Managementand must be configugtand managed as required Bystem Configuratian

Device Requirements

Authentication

All End User Facing Devices and Technologies shall be deployed and maintaingsewéhthentication mechasms,
including usernames and passwords as requireddness and ldentity Management

Remote Access

All End User Faciridevices andedinologies with remote access tbK S { nétaik§shadl ke accessed via secure
authentication anddata encryptioni SOKy 2 f 2 3A S & ¢ KA OKPa&gordBedireddnibiilti-facterS { 4 |
authentication forprivileged uses or systemswhich require elevated security may be requiredaccordance with

Access and ldentity Management

WirelessAccess Points

Thepurchase anghlacement of any wireless access pomnithin any Agency location shall be authorized®VS and the
IST prior to deployment. Additionally, all wireless access points shiaidieedby OTS Network Servicesinga wireless
access point location tracking list

Acceptable Use

Use of End User Facifigchnologies is subject fand User Agreement

Peripherals or Collaborative (Multi) Connections to Governed Systems

Remote activation of various collaborative computing devices such as networkedhelards, cameras, microphones,
and video chat software is prohibited from use on systems that require governance for data outlined in the Data
Classification Section of this policy.

When peripherals or collaborative connections are on a system, theniaition system must provide an explicit

indication to the users physically present at the devices that collaborative computing devices are enabled and in use.
Explicit indication of use includes, for example, signals to users when collaborative contlgwiites are activated or
connected.
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Personally Owned Devices

When deemed necessary, Personally Owned Devices maybe utiftbeprior approval by the Agency Section Director,
Data Ownerand IST.

StoringConfidential or Restricted Daon Personally Owned Devices is strictly finited without the use oEncryption
andprior approval of the IST.
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SecureSoftware Development
Purpose and Scope

Thispolicysection applies to aliew custom software and updating of existing custonftware developed by an
Agencythe Office of TechnologyServices (OTSprthird party.

Thelnformation Security Tear@lST) will support the appropriate teams developing, maintaining, and participating in the
SSDLC process for the development, testing, and deployment of custom software.

SecureSoftwae Devéopment Life CycleSgDLC)

Requirements Analysis

Ariskassessment shall be conducted reviewing the documented operational requiremefis the planned software
or update

Design
Application components must be planned in a manner consistent sdth and network securitybest practices.

Application Security Risk Assessment

ThelST in coordination with the development team, will conduct an Application Security Risk Assessment for each
application prior to deployment. The Applicati®ecurity Risk Assessmevill document the key risk areas as defined in
Risk Assessment Standards and Requirements

Development

Developers must consider application security vulnerabil{geg, memory bound issues, privilege and access bypass,
input validation,etc.) as jart of the development process.

Code Review

A second developer (Agena®TSor third party), other than the originating code author, must condactode reviewof

all new andchangedsoftware, specifically in amttempt to identify security issue&or web applications, code reviews
must confirm that code is developed according to the WBatsed Applications requirements. Special care shall be given
to web-based and external facing applications. System architexisdavelopers who create or modify wddased and
external facing applications shall receiveiningon secure coding practices and refher training annually.

Quality Assurance Implementation

Implementation must notompromise securitgontrolsalready in place, mintroduce new security vulnerabilities.

Quality Assurance Testing

For new application development, in addition to standard testing, all security featutegs application must be tested.

Documentation

All application featureand implementation documntation should include direction goroper security configurations.

Production Implementation

Implementation should not compromise securityntrolsalready in place, or introd@cnew security vulnerabilities.

Production Testing

In addition to standard testing, relevant security features of the aptitinashall be tested.
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Maintenance

In addition to standard testing, all new security featurestaf application shall be tested.

Non-ProductionEnvironmens

ANon-ProductionEnvironment issimplyany environmenthat is not theactual production environmnt.

Examples of Nofroduction Environments include, but are not limited to the following:
Development

Test (Qality Assurance obJser Acceptance

Staging

Pilot

Beta

Proof of Concept (PoC)

=A =4 =4 =4 =4 =9

Separation of Environmestand Duties

Non-ProductionEnvironmens shall be separatettom the Production applicationsystem, and database
Individualsin development or testing roles shall not have access to pradueci/stems unless approved by the IST.
AccesgControls

Non-Productionenvironmenswith access tanAgencf2 &  LINRRidzCk{sinBsyhaveaccess controls pursuant to
Access and Identity Management

Anydata, accouns, oraccessaised for testingnust be removed from thenpduction software candidaterior to
productionimplementation In addition, all vendor default supplied application accounts, user IDs and passwords must
be changed or disablggfior to productionutilizationor released to endisers.

Confidentialor Regricted Data

Confidential or Restricted Dashall not be used fdlon-Production Environmentswithout sufficientlyde-identifying
and sanitiang, such that it cannot be recovered (e.g., use of encryption with sufficient key marageontrols). De-
identification or sanitization must be completed in a temporary Production environment prior to transferring
Confidential or Restricted Data a NonProduction Environment.

In instances wher€mfidential or Restricted Databsolutelymust be usedo supporttesting and developmergfforts
andde-identificationor sanitizing is not feasible,Request for Exceptioshall be submittecnd approved byata
Ownerandthe IST.

Production Environmeasat

Production Environment management must include the necessanyolsand processes to ensupgoper separation
of duties

Code Promtion

Only aithorizedsystem aministratorsshall beresponsible foanycode promotion toa Production Environment

Access Management

IndividualsperformingSoftware Developmerfor an applicatiorshall notbe granted any privileged é&dor Write)
access tdahe coresponding Roduction applicationsystempr datebase Underemergencysituations, Software
Developmentesourcesnay assist in troubleshooting production applications through the use afteamatively
createdIDor account in accordancgith Access and Identity Management
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SoftwareUtilizingRestricted Data
Displaying Restricted Data

To the extentt is practical,any software processg Restricted Dataust be designed in a manner which masks,
truncates or sanitizes the displayed Restricted Data to a subset of the informatiaefierence purposes (e.qg. last four
digits of social security number, last four digits of the credit card number) and limits the display of Restrietéol Dat
only one record at a time.

If the full content of the Restricted Data must be displayed forftletionality of the software, approval must be
provided by theinformation Security TealSTduring the Requirements Analysis Phase of$8BLC.

If the full set orRestricted Dataust be displayed or more than one record must be displayed is required for the
functionality of the software, approval must be provided by theta Owneand the IST during the Requirements
Analysis Phase of the SSDLC.

Printingor ExportingRestricted Data

To the extent possible, any softwareogessingrestricted Dataust be designed in a manner which masks, truncates,
or sanitizes the exported or printgédestricted Dat2o a subset of the information for reference purposes (e.g. last four
digits of social security number, last four digits of thedit card number) and limits theestricted Dat@xported from

the application.

If exporting or printing full sets crestricted Datds required for the functionality of the software, approval must be
provided by theData Owneiand the IST during the Requirements Analysis Phase of the SSDLC.

Additional requirements for printingestricted Datare located withinAgency Physical Data Security

Storing Restricted Data

To the extentpossible anysoftwarestoringRRestricted Dataust be designed in a mann#rat the software encrypts
the Restricted Datat the database field level in order to provide adequéiza protection. The methods utilized,
includingencryption key managementmust comply withEncyption.

If encryptingRestricted Datat the database field level is not technically possible or operationally feasjipeoval
must be provided by th®ata Owneiduring the Requirements Analysis Phase of $8BLC.

Web Applications

Any Web Application processiiggstricted Dataust be designed in a manner that ensures Restricted Data:
9 Is never stored in an URL.

9 Is neverstoredon the client.

0 Including Browser Cache or User Cookie.
1 Is never accessible without proper authentication and authorization.

In instances that require Web Application to processstricted Datén a manner that conflicts with the requirements
within this policy section, approval must be provided by fiwga Owneand the IST during the Requirements Analysis
Phase of the SSDLC.

Passwords

Software requiring to store or utilize passwords must be designed, developed, and implemented in accordance with
Password Requirements
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Incident Management

Purpose and Scope

The State of Louisiarracognizes the importance of establishing an Incident Management Program capable of timely
actions and communications ensure appropriate and consistent respoase eachincident Thispolicysectionclearly
establishes the phases, actions, responsibilities, and documentation requirements for handling all incidents.

Thissectionapplies to any and all efforts related to the detectiaation, documentation, and communication of an
Incident

Incident Management Program

AllIncidentsare handled in accordance with the following sey#rase Incident Management program:
1 Preparation

Identification and Classification

Containment

Eradication

Recovery ant&kemediation

Lessons Learned

=A =/ =4 =4 =4 =4

Continuous Program Evaluation

Preparation

To ensure all Inc&hts are identified and consistently managetkaningall formal policies, plans, and procedures shall
be developed, implemented, maintained and executed in a timely mafiefacilitate accurate and timely Incident
Management, a prelefined course of aan shall be created that will be followed during the course of each Incident.

Additional Preparation requires, but is not limited to the following:

1 The development and implementation of a formatident Response Plan

1 The creation and periodic evaluation of defined Incident Classifications.

1 The assignment of ancident Response TeaftRTwith specific roles and responsibilities, relevant
administrative personnel, and committed technical or process sulijetter experts.

The creation and periodic evaluation of specific commuincat channels.

Procurement of the required supplies, tools, technologies, and facilities to support IRT processes and actions.
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Identification and Classification

To facilitate the timely identification dfecurity Evenisa strategic combination of technical and nthnicalcontrols
shall be employed to collect events from appropriateirces.

Event Types

The followingSecurity Everstare bothtechnical andhon-technical events thatdividuak shallidentify and report as
potential Incidents

1 Theft, Loss, olDamage ofAsst

Exampleslost or stolendevicg electronic mediaor physical documents; deleted or missing log files, or
unscheduled/unauthorized physical entry.

1 UnauthorizedAccess

ExamplesViewing PIl or PHI without a need to know, operational requiremeptjarauthorization; externh
source attempting to access internal resources.

9 Evidence ofaud
ExamplesFalse information within databases, logs, files, or physical records.
1 UnauthorizedSaring orExposure ofData

Examplesimproper disposal aflectronic medizontainingConfidential or Restricted Data

1 Unexpected oAbnormalSystemBehavior

ExamplesUnscheduled reboot, unexpected messages, abnormal or suspicious errors in system or application log
files, or attempted connections to uoclimented externatystems

1 SystemGeneratedAlerts
ExamplesHle integrity alerts, intrusion detection alerts, aftrus software notifications, or physical security alarms.
9 Policyviolations

ExamplesViolation ofEnd User Agreemerincludingsharing usernames and passwords.

Event Reporting

Any individual regardless of assigned duties or job function, has a responsibility to report any suspected, potential, or
actual Security Evenbnce an individual becomes aware of a suspected, potential, or actual Security Event, the
individual shall report theeguiity Event as outlined below.

Third partiesshall report Security Events within the timeline and to the contact contained withithihd: party
agreement

Employeeshall report Security Events to their supervisor.

End UseSupport Services,géncyRelationship Manageor otherOTSesource, upon identification or receiving
notification of a Security Event, shall immediately notify thiermation Security Tear(iST)

Evidence Preservain

For Security Events involving a potentially compromised systein\dce the useror systemadministrator, once aware,
shall not tamper with, use, or take any other action Julling login or turning it off, until advised by th&ief
Information Security OfficgiCISQ)or designee, directly; as any action may indefinitely remove forensic evidence
required to accurately assessetisecurity Event.

A Chain of Custodfprm shall be created, maintained, and directly attached to any evidence.
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Event Evaluation

Upon receipt of é&ecurity Evermotification, theChief Information Securit@fficer(CISQ)or designeewill assess,
evaluate for legitimacy, and make final determination if the Security Event is promoted taigant

If the Security Event is declared an Incident, the Chief Information Ofi¢é&shall be notified and the Incident
Respoise, Management, ancgemediationactions set forth in this policy shall be implemented.

If the Security Event is not declared an Incident, the Cd8@formation Security Tear@dSTwill forward to the
appropriate resource fooperationalanalysis and disposition.

Incident Classification

TheCISO, or designee, shall assess the severity of the Incident and provide a classification level as phovidediin
Response Plan

Incident Response Team (IRT) Assignments

Events determined to be Incidents must be assigned a dediéatédkent handler and must be processed in accordance
with the procedures defined in thieicident Response Plan

Additional|R Tpositions are assigned as applicable by Incident.

Incidents involving the potential breach ©bnfidential or Restricted Datequire Office ofHumanCapital Management
(OSHCMandthe applicabld_egal IRThemberassignnent.

Incident Report and Documentation

Upon the classification of an Incidettie assignedncidenthandler must initiate arincident report as outlined in the
Incident Response Plan

Incident Communication

Once an Incident has been classified, an incident handler has been assigned, imcitigd report has been initiated,
communication flow must begin.

Incidentcommunication must follow the guidelines established in lth&dent Response Plan

The details of an evolving incident shall be communicated to as few people as possible without comprdmialitity
to successfully manage the incident.

Chain of Custody

A Chain of Custodmust be established for all gathered evidence as required inrthieentResponse Plan

Evidence Collection

IRT shall collect, log, and retain evidence of the Incident based on severity.

Evidence collected by IRT shall include but is not limited to system logs, reports, emails, and helpdesk tickets containir
details of the leident, and firsthand accounts.

The IRBhalluse forensic evidence collection and handling proceduapproved by the CIS@®, determine the scope of
the incident, the source of the Incidersindto determine the likelihood thaConfidential or Restricted Dawas
compromised.
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Containment

A strategy shall be employed, based on the results and details of the previous IdentifimatidClassification phase that
appropriately addresses both sheaedrm and longterm containment. Additionally, during this phase, thigTshall begin
a rootcause analysis of thecidentprior to beginning theeradicationphase

Short-Term Containment

Based on the criticality of the affected system or soues®l the likelihood of exploitation of the identifiedilnerability,
the IRT may work in accordance withia Ownesand identified Subject Matter Experts &hieve shorterm
containment.

Examples include, buatre not limited to, taking backups, shutting dowegstems denying networkraffic, and system
isolation.

The determinaibn to remove a system from production use may be made by the IRT in conjunction with the affected
Data Owners; however, the IRT maintains exclusive rights to remove an affected system from production depending or
the identifiedor potentialcriticality ofthe Incident.

LongTerm Containment

After ensuring the identifiedhcident has been contained, the IRT shall work with Data Owners and Subject Matter
Experts to devise a lorigrm strategy for containment.

Examples include, but are not limited to, clonarginfected system into a quarantined network for analysis and
restoring the compromised system to production use.

The restoration of a system to production use must follow the Eradication phase set forth in this policy.

RootCause Analysis

Upon completim of Shoriterm Containment, the IRT will work in conjunction with relevant Subject Matter Experts to
identify the rootcause of the incident.

Rootcause analysis should include but is not limited to, system or application vulnerabilities, system @tiapplic
misconfigurations, network misconfigurations, breaches of physical security, or othdealenmical scenarios.

The identified rootcause analysis must be included in the incident response report and must be specifically reviewed in
the Eradication ad Lessons Learned phases set forth in this policy.

Eradication

The IRT, in conjunction with system or application owners and relevant subject matter experts, shall work through a
formal process to identify and eliminate all components that may have I¢ldetooot cause of the Incident prior to
returning an affected system to production use.

Eradicatioractions may include, but amot limited to:

System and Application Patching

If available, relevant system and application patches must be applied prior to restoring a system to production use.

Resetting, Reconfiguring, or Removing User Accounts

Compromisedr potentially compromisedetwork, system, or application account passwosdgllbe disabled until
able to be reset.
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Relmaging Compromised Systems or Devices

If determined to be ompromised at the machindevel,the IRTmay require that a system be rebuilt to ensure tladit
vulnerabilities, unapproved software, or configuration are removed.

Reimaging may include a completely new server, instance of the operating system, and application software.

Improving Network Defenses

The IRT may require thattwork controlsbe reevaluated depending on the results of thesidentinvestigation.

Additionalcontrolsmay include but are not limited tdfirewall rules, intrusion detection/prevention signatures, web
application firewalls, web access filters, or host firewall rules.

Recovery anBemediation

Upon the completion of Containment and Hreation phases the IRT will evaluate the resulting security posture of the
affectedsystemsor resources prior to returning a system to production. The IRT may employ internal Subject Matter
Experts or external partgeto evaluate implementedzmediationefforts. Where possible, the IRT shall implement
additional monitoringcontrolsof affected systems for an appropriate period of time afteierdry into production.
Additionally, theChief Information Security Offic¢€ISQ)or designee, may periodically-exaluate the security posture
of the affected systems or resources.

LongTerm Remediation

Upon identification of the roetause of the incident, the IRT and affecfedia Ownersnust agree to a lorgerm
resolution.Remediation actions which require further effort, such as the acquisition of new technology, reconfiguration
of existing systems and networks, and additional logging, must be formally documented with reasonable timelines
established. Such timelines may be dependent on the severity of the incident and the likelihoeekpfaitation. All
incidents mustbe consRINB R a2 LISy ¢ dzyiAf Fff YSYOSNE 2F GKS Lw¢ |
corrective measures have been implemented.

In the unlikely event that Lorfierm remediation actions cannot be agreed upon, @teéef Information Officer (CIQ)
conailting with the CISO and Data Owner, shall determine the actions required fofTleomgremediation.
Lessons Learned

Following the Remediation and Recovery phase, all members of the IRT, and any other affected/applicable parties will
meet to review the reglts of the investigation to discuss the root cause of the Incident in accordaitttéhe Incident
Response Plan.

The IRT shall evaluate the effectiveness of this Incident Managegmoay sectionand recommend any appropriate
changes to the CIS® ISGB

Objectives of the Lessons Learned phase reghireare not limited to, identify what happenggh addition to the root
cause) identify if thelncident could have been prevented with existimanirols and to identify opportunities to
improve the security posture of the affected system or resource.

Continuous Program Evaluation

In order to ensurghe IncidentManagement Program maintains the appropriate support, preparednessaandeness
a commitment for Continuous Program Evaluation efforts are required as outlined below.
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Testing and Training

At least once every 12 months, a mogkidentwill be initiated by the CISO without theior knowledge of the IRT or
other relevant personnel to evaluate the preparedness and efficiency of the response plan.

The Incident type and severity will be at the discretion of the CISO.

Independent of the unplanned mogkcidenttest, trainingregardinglncident response responsibilities shall be
performed at least annually to prepare IRT members ather applicable resourcesr actual and testncidents.

Recurring IRT Communication

ThelRTshall remain informed of all currently opdmcidents via the methods established in Incident Response Plan.
The IRT shatle notified of the status olihcidents that are currently being investigated.
The IRT shall also be notified of the status of currently pending incidergdiationefforts.

Risk Management

TheChief Information Security Officé€1SQ)in consultation with theChief Information Officer (ClQghall periodically
evaluate risk areas for potential securityks.

To the extent necessary, the CISO dhalla S a &
to prevent, measure, and respond to incidents.

z

0KS {0 (S Qi idénBioriskg and hsessSagiliya N2 y

Where new potential risks are identified, the appropriate actions required to up@dfiee ofRisk Managemer(tORM)
shall be taken.

All risk assessment activitiesquired within this policy sectioshall be completed in adherence ®isk Management
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Qe

ataCenterSecurity

Purpose and Scope

Thispolicysection provides the policies fananagingand monitoring the physical accessSiateEmployeesthird
parties andvisitorsto State owned, operated, or managédta Centefacilities.

ID Badges

As a vital parbf Data Centesecuiity, State ID badges with andividuaQa y I YS3Y LIK20G2Z | yR RSLI
and maintained during the entire course@hployment, assignment, or engagement. An ID badge shall serve as an
electronic key to access a Data Center and other secured areas as needed.

ID Badge Display Reguirements

Employeeshall, at # times, clearly display their ID badges whgasent inData Centefacilties. Thirdparties and
visitors shall, at all times, clearly display an ID badge or a visitor sticker.

ID Badge Creation

TheOffice of State Bidings (OSB3hall create Employee ID badges in a physically secure environment. Only designated
personnel shall have access to the Employee ID badge creation system and the ability to create ID badges.

Additionally, each ID Badge created shalbbsigneda Unique ID. Unique #3hall be recorded along with thelf name,
Agencyor company, and job role or position.

ID BadgeAssignment
ID Badges shall besagned in the following manner:

1 New Enployee ID Badge Administration

¢CKS ySg 9YLI 2 e 8lsdiletciadauiSNGD and2Badgasicurity access and submit the request

to OSBDataCenter Operation§DCO)rants physical access after receiving an approved authorization request from
OSBEmployee ID Badges shall clearly identify the EmplogmenAgencyand Office orSection All ID badges must
contain a photograph of the Employee.

9 Third Party ID &lge Administration

Upon request by mEmploye, theData Centereceptionist or otheiindividualdesigrated by Data Center
Operations (DCQOmanagementshall assignhird parties a temporary ID badge.

Thid partiesshall have no physicllata Centeaccess privileges and shall be monitored or accompanied at all times
by an Employee unless additionBlata Centeaccess was approved Hye Director of Data Center Operations and

the Information Security TearflST) To obtain additional facility access fothérd party, the requesting Employee
mustsubmitthe request toData Center Management.

Allthird party ID badgesr stickers must be surrendered at the conclusion ofthiedpl NIi @ Qa4 o dz@ A y S& a
State The Employee respsible for thethird party shall confirm that thehird party ID badge or sticker is returned
to the receptionist, other officelesignee, or properly disposed.

9 Visitor ID Badges and Stickers

Upon request by mEmployee, theData Centereceptionist orother individualdesignatel by D© management,
shall providevisitorswith avisitor ID badge or sticker.

Visitors shall have no physical facility access privileges and shall be monita@@mbopanied at all times bya
Employee.

Allvisitor ID badges and stickers must be surrendeetdhe conclusion of the visit.
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Changing ID Badge Access

All requests for a change in physical access level through the use of an ID badge must be submittédripyahes) a
supervisor (Director pabove) to Data Center Operatiol3CO)nanagement.

Revoking ID Badges

TheEmploye®& direct supervisoiis primarilyresponsible for cadicting theassigned ID &Ige from theState Employee
and notifyingDCOwhenthe Employee is no longer emplogy the State DCOmanagementshalldisable all badge
access for theleparted Employee in a timely manner.

The Employee who initially requestedetlaccess for tnird partyQ i Badges shall blesponsible for contacting DCOr f
badge deactivatiomt the end of their contracted time period or whemgagementhiavecompletad. Badgeaccess
duration forthird parties shall not exted past 12 months without an additional request for extension.

DCO shall monitathird party badge acessto Data Centerby minimally reviewing access repods a quarterly basis.

Lost or Stolen ID Badges

Individualsshall notify theOSB anddCOmanagemenin the event that their ID Badge is lost or stol®&CCshall remove
accesdo the lost or stolen ID Badgmmediately as practical

FacilitySecurity

Authorized Unescorted Access

Only authorized individuals shall have unescorted access to Data Center facilities.

Escorted Access

All visitors not authorized for unescorted accelalkbe escorted at all times while in a Data Center facility by an OTS
DCO authorized escort.

Authorized Escort

Only State employees authorized for unescorted access are authorized to escort visitors in Data Center facilities.

Authorized escorts shall hescort more than two (2) individuals at a time. Additional authorized escorts are required
for additional individual beyond two (2) at a ratio of one (1) escort per two (2) visitors. Exceptions to escort ratios may
be granted on a case by case basishgylhformation Security Team (IST).

Additionally, authorized escorts shall not escort visitors for any Data Center area that they have not been previously
authorized to access.

Escorted visitors shall be accompanied at all times and are not to be lé¢fendad at any time while in a Data Center
facility.

Request for Authorized Unescorted Access

Requests for authorized unescorted access to Data Center facilities shall be requested and processed in compliance w
the Access and Identity Management

Prior to receiving authorization, individuals attest to acceptance and understanding of this policy by sigring theer
Agreement

Note: Individuals shall complete any additional screening processes required by the Data Owner prior to gai
unescorted acces®tsecured areas within a Data Center exposing the individual to unprotected Restricted
Data(CJIS, PII, FTI, et&xample Fingerprint and Federal Criminal Background Check)
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Visitor Logs

Allthird partiesandvisitorsare required to enter through thprimaryentrance of the Data Centeand check in with the
Data Centereceptionist upon their entrance unlefise individualhad previouslybeenissued &tatecontractor ID

badge. Thirgparties andvisitorsshallsign the visitor log or cheédk using a electronickiosk. Thevisitor log or kiosk

must requie thethird party or visitorto provide hisher name and company (if applicable), time of entry and exit, date
and contact information

Allthird parties andvisitors to Data Centers must sign an additional Data Ce#g#or log prior to gaining access toe
primarydata hosting areas

Visitor logs must be retaingdr minimum of seven years by D@@nagement reviewedon amonthly basis and
disposed of in accordance witbata Sanitization

Facility Security

Security perimeterse(g, walls, card controlled entry gates, or manned reception desksyantiols(e.g, guards,
access badges, or security cameras) shall be used, to thet gxtecticable, tqorotect Data Centefadilities from
unauthorized access or vealism.

External doors shall contain a locking mechanism to prevent unauthorized access and allow for the logging of the entry

Doors to internal secure areas shall lock automatically, implement a door delay alarm, and be equipped with electronic
locks €.9., keypadcard swipe), where practicable.

Doors and windows shall be locked when unattended and external protection should be consideaeghviimdows,
particularly windows at ground level.

Any repairs or modifications to the physical components Dhta Centewhich are related to security (e.g., hardware,
walls, doors, and locks) shall be documentedainedfor minimum of seven years by Data Center Operations
Management, and idposd of in accordance witbata Sanitization

Reception Area

Data Centefacilities must ontrol physical access to the building to processorsandthird parties

Access tata Centefacilities from the reception@as is restricted temployeeandthird parties that have been
granted tempaary access rights.

Internaldirectoriesor documentation indicatinpata Center areas containigpnfidential or Restricted Dashall not
be readily accessible to the publacingreceptionarea or any other public areas.

After Hours Security

To the extent praticable,Data Centefacilities skall maintain electronic security measures to prevent unauthorized
entries during norworking hours. Where possible, the electronic security measures should be able tifyidach

person who enters the premises aftapours, as well as the time of entry and exit. If an electronic security system is not
practicable, the facility should maintain a log of persons to whom keys, security alarm aodesccess codes are
granted

SystemSecurity

Entrycontrols includinglD Badgeacces®r security cameras, shall be used to limit and monitor physical acc&ato
Centersystemdhat store, process, dransmit Confidentialor Restricted Data.

Data Center Operatio®CO¥hall ensure when appropriate, thaData Centefacilities segregatéi K S { déthfidrs Q &
data provided by other noibtate entities.

Where applicable, facilities ligingdata proces#ng activities shall give minimum indication of their purpose, with no
obvious signs, outside or inside the building identifying the presencearhiation processing activities.
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Agency Physic@lataSecurity

Purpose and Scope

Thispolicysection proviés theadditionalpolicies forsecuringphysicaldataowned, managed, or held in trust by the
State. Thipolicysection applies to all Statemployeesthird parties andvisitorsto State owned, operated, or managed
facilities.

SecuringConfidentiabnd Restrictedata

Printed Materials

Printed materials containingonfidential or Restricted Dashould ke secured when workforce members are away from
the work space. Printers should be located in areas not easily accessible by the publiccBrimtésshall be set so
that pages will be printed faedown or with a cover sheet where technically possible.

Telephonic Disclosures

Prior to disclosing angonfidential or Restricted Daaver the telephone, it is the obligation of the Employee to verify
the identity of the persn with whom they are speaking.

Employeeshall refrain from discussing or otherwisenmmunicatingConfidential or Restricted Daia the presence of
persons not entitled to access sughta.

Voice Messages

Employeeshallrefrain from disclosingConfidential or Restricted Daim any VoiceMessage, if possible. In the event
that Confidential or Restricted Damustbe disclosed, Employees should leave a message containing only the minimum
amountof Canfidential or Restricted Dataecessary fothe purpose of the disclosure.

Facsimiles

I Outgoing Facsimiles

Confidential or RestricteDatamay be faxed to persons or entities that are lawfully or contractually entitled to
receivethe data. Individuat should verify the number to which facsimiles Wil transmitted prior to transmission.
A copy of the facsimile transmission verification sheet should be retained and maintaitieel Agency All
facsimile cover sheets shabhntain an Agency approved disclaimer informing the recipient that the transmiss
includesConfidential or Restricted Data

M Incoming Facsimiles

Agencyfax machineshallbe located in areas not accessibletbg public.Where possiblefax machinenust beset
so that incomimg pages will arrive faegown.

Received fasimilesshould only be initially read by thedividuals)to whom the transmission is directed such that
only the designated recipient may ascart any other person(s) with whom the transmiss&hould be shared or
directed.

Clean Desk

To the extent operationally possiblen & mployeeshall ensure all physical materials containitwnfidential and
Resticted Dataare removed from a desk or common work area and adequately secured when items are not in use.

Dry-Erase Boards, Bulletin Boazd

Dry-erase boards, bulletin boards, and similar modules on whichfidential or Restricted Dais written should not be
placed in open areas or in locations that are easily visible or accessible-tai@remployeg@ersonnel.s
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Security ofDatain Vehicles

Employeeasing vehicles to transpoftonfidential or Restricted Dashall exercise the utmost cautioim orderto

safeguard the privacy of and access to such matetiahfidential or Restricted Dashould be stored inside the
BSKAOf SQa (NHzyl RdzZNAYy3I GNI YALRNII 2N Ay ewA Koktidé sfauld v 2
such materials be left on car seats or in unlocked vehi€lesfidential or Restricted Dashall not, to theextent

possible, be stored in vehicles overnight.

Offsite Working Environment

Employee®r contractors working offsite shaéinsureappropriatephysical safeguardsein place to protect
Confidential and Redtted Data Whendatais not being used, it shall be stored in locked filing cabinetsparate
home office with locking door, closets with locking doors, or other readenattysicatontrolsthat preventaccesdy
unauthorizedindividuak.
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udit Logging and Event Monitoring

Purpose and Scope

Thispolicysection provides the policy for ensuring that procedures are in place for real time monitoring of access to
Confidential and Restricted DatAllcomputing systemin production or intended for production use, whether
managed byan Agency, The Office of Technology Services @Bg)hird parties must be built, deployedand
configured and maintainedn accordance with the requirements of this section

Error Handling

Systens and applicationmustbe configurel or developed in a manner to account for agyeherate aneaningful error
messageavhichprovides information required for remediation without revealing tBenfidential and Restricted data.

Event Logs

Agencycomputing systemsietwork device, or third party systemsconnected directly tany Statenetwork shall be
configured to generate automated event logs in accordance withAhéit Logging Standardsid RequirementsThe
event logs shathinimallyaccount forall user access t@onfidential and Restricted Data

Event Log Access and Retention

Event logs, audit tooJsnd audit trails shall betoredin a centralized location anahly be accessible to authorizeders
in accordance witi\ccess and Identity Managemeidditionally,event logs are to be maintained in accordance with
Agencyrecord etention policiesanddisposd of in accordance witBata Sanitization

Event Log Security

A method forchangedetectionshall be implemented foEvent Logs to ensure that the Informatio8ecurity TeaniST
is notified when changes are made to existing event log data.

E\ent Log Reviews

Event logs shall be reviewed by thgormation Security TearflST)n accordance with théudit Logging Standards and
Reaiirements In the event of an exception alert, thBTshall respond to the event pursuant tocident Management
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Risk Management

Purpose and Scope

Risk Management is thengoingprocess oassessingdentifying,documenting prioritizing, responding, and monitoring
potential or inherentrisk associated with angevice system, applicatiometwork, servicethird-party, data storage
facility or information used to support or provide aogerational or businesgrocess Establishing a Risk Management
framework isessentiako maintairingand strengtheimg the security, reliability, resiliency, and recoverabilitytio#

Sate systems services, andata.

This policysection further defineshe responsibilitiesmethods, and actionthat shall be takero effectively manage
risk.

Risk Rings
Using the detailed steps Risk Assessment Standards and Requiremanidadentified risk shall be assigned oogthe
following:

Critical

A Critical Risksariskthat is certainto occur and will havelearcatastrophicor majorimpad to an Ageng, individual or
the State as the result of loss of confidentiality, integrity, or availalility to absence of securityntrols

1 Example®f Critical Risk

Include, but not limited tounauthorized use or disclosure @Estricted Dataunintended modification or corruption
of dataor systemautilized by criticalAgencyprocessesunrecoverable failure of a systemevice or control
providing or supporting a critical public service.

High

AHigh Risksariskthat ispossible or expected to occur and will have clearderate or majoimpact toan Ageng,

individual orthe State as the result of loss of confidentiality, integrity, or availability due to absence of seoutityls

1 Examples of High Risk

Include, but not limited tounauthorized disclosure @gfonfidential Datalimited unauthorized disclosure of
Restricted Dataunintended modification or corruption of large féerver ordatasource,unintended or unplanned
interruption of services utilized to provide critical public services.

Moderate

A Moderate Risks ariskthat can be impobable or unlikely to occur and have a moderate or major impact, or certain
and haveminor or insignificant impadb an Agencyindividual or the State as the result of loss of confidentiality,
integrity, or availability due to absea®f securiy controls

1 Examples of Moderate Ris

Include, but not limited to: unauthorized use, disclosure, or modificatiodrafategorizedata, limited
unauthorized disclosure of Confidential Data, unintentional modification or corruption octritoal praluction
devices systemsor datasources; ounintended interruption in availability of a system,wvilee, orcontrol providing
or supporting a critical public service.
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ALow Risks ariskthat signifiesarisk that has limited impaatr generally accepted risk to &geng or the State as the
result of loss of confidentiality, inteigy, or availability.

1 Examples of Low Risk

Include, but not limited tounauthorized use or disclosure Ohcategorizedata, workstation failure, unintentional
modification or corruption of test or developent devices systems or datasources

RiskAssessmeist

Allformal and informalnformationsecurity ortechnicalriskassessments shall be performed as outline®isk
Assessmentt8ndards and Requirements

Responsibilities

Agenciesshalt

1 Ensure operational processexsist to ensure both formal and informal risk assessments are perfoemed
specificallyoutlinedin REk Assessment Standards and Requirements

1 Ensureany alternate risk mitigation recommendations are thoroughly evaluated prior to Risk Acceptance.

The Information Security Team (ISShalt

1 In accordance with previously defined responsibilities, ensukeisassessed in accordance witlisk Assessment
Standards and Requirements

The Chief Information Security Officer (ClS0Oalt

1 Ensurgformalinternal and external finaiskassessment ramrts are reviewed by thénformation Security
Governance BoarflSGBand OTS Executive Leadersimipaddition toany affectedAgencylLeadership Data Owner,
or key stake holder.

1 Initiate Risk Acceptance Formden required.

 Retain record of alRisk Acceptance Forms

1 Inform ISGB of any accepted risk.

Risk Acceptance

ARisk Acceptance Formust be completed byhe CISOack‘powIedged by the Cl@ndrequiresthe additional approval
of the dfected Data Owner andthe 3Sy O& Q& 9 E S Odzil A acBeptangidéRtified riskidr ihich 2 NRS NJ
mitigation, avoidance, or transference is npbssible, preferred, or deemed unacceptable
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N .

Training and Awareness

Purpose and Scope

In order to ensure alhdividuals are properly educatednd awareof Information Security Polies processes,
procedures, and the requirements fdataprotection; the Stateof Louisiananust establish appropriate methods to
provide Information SecurityT rainingand AwarenessThis policysectionclearly indicates the responsibiis and actions

required to ensurdnformation SecurityTraining andAwarenessre properly provided tandividualsbefore and during
the course otheir employment contract, or engagement

Responsibilities

Agenciesshallestablishoperational processe®tensureEmployeeand partners receive initial and agoingtraining,
including the capture and retehntion of the acknowledgemémtaddition :[osupporting opportunities to improve
awarenesdorthS { G 61SQa LYTFT2NXIGA2Yy {SOdNAGe t2fAdex | a 2dzif

New Employee Training

Upon hire, d Employeeshall receive appropriateainingon the plicies and procedures regarding the privacyl
securty of data. Emploe training shall include a review of the Information Security Policyegire the succesful
completion of a postest.

Annual Employee Training

Each yar, allEmployeeshall receive followp trainingon the policies and procedures regarding privacy and security,
and shall suessfully complete a postest.

Third Party andndependent Contractor Training

Depending on the scope of worke Information Security TeafifSTmay require that certaimhird party employees
andindependent contractas completeprivacy and seurity training, whichmustinclude the polig and procedires
regarding privacy and securitglevant to the current scope of work. In instances where third parties or independent
contractors are required to complete Information Security Traintihg,third party or independent contractor shall
provide the statewith evidence of each successful individual completion of a post training test.

Remedial Training

In the eventof acomplaint, investigationpolicy violationor routine audit reveals thaan Agencyr any part thereof
requiresadditionaltraining, the Chief Information Security Offic¢€ISOjnay require that all appropriatedividuals

complete remedial training, the receipt of which shall be conducted and documémtgctordance witl®ffice of
HumanCapital ManagemerfOSHCM) 2 f A 08 | YR LINRPOS &4 SaaeNdeidiKS LI NIy SND:

Specialized Training

When anAgeng requiresspecialized applications or hardwdxeits operational processes, the Aggy/shall also
providethe trainingandawarenesgor applicabe staff, as deemed necessary by the IST.

Awareness Opportunities

As part of Statewide, Regional, Agenay Officecommunications or meeting(s), the CISO or desigghinformation
Security Officer (ISO)hall be authorized and allowed opportunity wtilize such opportunities toaiseawarenes®f the
{GF0SQa LYFT2NNIGA2Y {SOd2NRGE t2fA0ed

Training Records

Agencieshall use appropriate means to documemd retainall training recordsfor a minimum of 5 years\dditionally,
training records shall be readily availabléo support anyauditor review
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Third Party and Data Sharing Agreements

Purpose and Scope

This policy section sets forth the responsibilities and contractual requiremergs iliird partiesare utilized toprovide
goods or services tan AgencyThispolicy sectiorapplies to althird parties thatstore, process, orransmit Confidential
and Restricted Datfor an Agencyotherwise have access to sudhta, or require access to Agensystems

This policy sean also speaks to the Information Security requirements and considerations taken when executing a
Data Sharing Agreement (D®%&ween two Agencies exchangingcategorizegdConfidentia) or Restricted Data

It is not the intent of this polictio needlessly increase the operatioredpenseof any (current or potential) third party,
but rather to ensurehe controls andmechanismsequired for data protection are implemented, managed, and
monitored in order to prevent the loss or expos@ef G KS { (I (& ReStricle@BaB.A RSY (A | f

Due Diligence

Prior tocontractuallyengaging anthird party, the Information Security Team (IST)shall verify, througlproperdue
diligence, that thehird party has implemented reasonable measures to geitConfidential and Restricted Dafrom
unauthorized access, acquisition, destruction, modifamatand disclosure.

The IST mayely upon any industry accepted certificatiobtained by thethird party within the previous 12 months as
validation of effective securityonirols In the event thehird party does not have any independent representation of
effective sectity controls orthe evidence provided is deemed inadequate by figa Owneor Chief Information
Security Office(CISQ)thethird party shallbe required to completéi K S Thifd @&t Information Security
Questionnaireand make available the resources requifedthe 1STthe perform a review(of the third party) as outlined
in Rik Assessment Standards and Requirements

Any identifiedand unmitigatediskto Confidential and Restricted Dashall be documented anekquire aRisk
Acceptance Forrby the DataOwn& O2y G F Ay Ay 3 GKS | 3Sy O prioraoHranSfedng'd&deSio 5 A NI
the third party.

Note: In instancewhere the State or its Agei@shave signed acontractualagreement with ghird party prior to the
initial publication date of the Information Security Policy, the third pattglinot be heldto the requirements stated
within this policy sectiohat were not previouslgontainedor referencedwithin the executed agreemeniHowever,

the Stateand its Agencieshall ensure any newenewed,or amended agreemertirectly complywith the processes
and requirements for third parties contained within the Information Security Policy.

Prior toExchange of Data

Access to thé\gency2 @onfidential and Restricted Dzaghall not be provided until thethird party hassigneda
contractualagreemeniminimaly containing:

End User Agreement

Non-Disclosure and Confidentiality Requirements

BreachNotification Requirements

Acceptable destruction methods for mediaaocordance t@ata Sanitization

Information Asset Managememequirements

)l
1
)l
1 ResponsibleParties andduration ofagreement
1
)l
1

CKS {dGFd8Qa NARIKG (2 | maRdyéndSuritgleduieyiddS A GK GKS { G
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Specific Restricted Data Requirements

Agencies sha#insure the actions required below are successfully completed prialldaving access or disclosing
Restricted Dat#o athird partyor independent contractar

SpecifiRestrictedDatatypes have specific regulatomequirementsas outlined
1 Protected Health Information (PHI)

0 Access td®Hlshall not be granteduntil the third party has siged the Business AssocigdgreementBAA)
1 Federal Tax Information (FT)

0 Access td-TlIshall not be granted until the Agenand designatednformation Security Office(ISOhas
received written authorization from thiRS Office of Safequards

o Ensure thehird party contractualagreementcontains verbiagavithin Safequarding Federal Tax Information

A Any requested modifications to the verbiage witliafequarding Federal Tax Informatrequires the
review and approval of the assigned ISO and Data Owner.

9 Criminal Justice Information (CJ)

0 Access ta_Jshall not be granteduntil the processes, approvals, aagreementgequireR Ay C. L Q& / N
Justice Information SecuriBolicy (CJIS) (section 5.1) have been successfully completed.

o hyOS /WL{ NBIJdANBYSyGa FINBE alFrdAaFTASRI I yCllsSRKRroi A2y
to sharing ay CJI wittathird party.

9 Personally Identifiable Information (PII)

o Ifthethird party servicesrequires the sharingf Pl| thethird party shall sign aontractualagreemenithat
containsspecificrequirements for the third party to verifiablyimplement maintain and monitorsecurity
controlsto protect Confidential and Restricted Dafrom unauthorizd access, acquisition, destruction, use,
modification and discloare prior to access to the PII.

Providingrhird Party Access

Remote Access Connections

All remote access connections betwethie Stateandthird partiesshallbe securedn accordance wittNetwork Devices
and @mmunicationsandAccess and Identity Management

Allowing remote access to Restricted Data, or systems containing Restricted Data, to third party resources physically
located outside of the U.S. is strictly prohibited.

Least Privilegedccess Rights

Third partiesshall be grantedhe minimumaccessequired(least privilege, in accordance withccess and Identity
Management In tailoring the amount of access necessary to fuffillttied pk NI @ Q& RidzihAiS&EEcuriiyK S
Team(ISTand theData Owneresponsible for thehird party shall considethe following types of amess:

1 Physical access (e.g., physical facilities, filing cabuhetis centerfacilitiey
1 Logicakccess (e.g., thgencysystemsandservers)
1 Remote access (e.g., VPN)
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Data Transfer

Anyfiles containingConfidential or Restricted Daexchanged with &ird party shall be encryptedvith the recipienta
public encryption keyrior to securetransmissionjn accordance witlitncryptionand Network Devices and
Communications

Maintenance and Support

VPNsdial-in modemssystemsand accounts used solely for the purposdlidfd party or vendormaintenance and
support must remain disablear disconnected untitequired and be disabled again directly after the success completion
of the required task.

Third party accounts must be uniquely named to the individual user, or follow chexk process approved by the IST.
Third party accounts shall never be shared, even among the assigned individuals within the third party.

List of Third Parties and Review of Seivoeel Agreements

Agencies, assisted by OTS, shall create and mainliatnod allthird partieswith whom Confidential or Restricted Dais.
shared.

Agencies shall conduct an auditsefrvicelevel agreement$SLAS) at least annually to confirm thhird parties have
satisfied thér contractual requirenents.

The State may employ or rely on an independittd party to satisfysucha review or audit

Landlords

Each lease of office spaoefacility shall contain amgreemeniobligating the landlord and its representatives to
maintain and repect the confidentiality ofonfidential or Restricted Darmaintained bythe Agencyand inspecting,
duplicating, or disseminatingonfidential or Restricted Dais strictly prohibited

Agency to Agencyharing

A Data Sharing Agreement (DSA) is required wherategorizedConfidentia) or RestrictedDatais shared between
AgenciesThe DSA is a fomhagreementwhichdelineates the responsibilities of thevolvedparties, including the role
of the Office of Technology Servic@3TS)n providing informaibn technology services artthta secuity on behalf of
the executive branch agencies. At a minimum, the following elements shall be includedainr#fsenent

9 Justificationg Including the legal, business, @perationalneedfor the databeing shared;
Authority ¢ Identify the law, regulation, or other source authorizing thetashare;

Descriptiong Provide a detailed description of thimta, includingthe appropriateData Classificatiolevd;

Access or Exchange MethqdDescribe how thelatawill be accessed or exchanged;
Custodiang Designate a Data Custodian for each principal party;
AuthorizedUser¢ Identify theindividuak or groups authorized to access tHata;
Usec¢ Describe hovdatawill be utilized;

Retentiong Clearly pecifyany applicable record retention @ata Classifi¢eon requirements;

=A =4 =4 =4 =4 -4 -4 4

Confidentialityg Statement of any obligations by either party to maintain the appropriate level of
confidentiality.

The DSA is acknowledged and made effective by the signatuties Afyeny ExecutiveDirectors, or designee, of the
agreementparty agencies. In addition, the Chief Information Officer (CIO) acknowledgegremena O2 Yy HA RS
requirements on behalf of OTS.
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Information Asset Management

Purpose and Scope

Thispolicysection establishes threquirements for the planning, procurement, deployment, management, support, and
handling ofan Agency? Eaformation Assets. Information Assétanagementassists irconfirmingld K ¢ G KS {4 @
systemsanddevicesare protected according to theibata Classification Levdll Information Assetswned, leased, or
managedby an Agencythe Office of TechnologyServices (OTSprthird party, used to storefransmit, or process an

I 3Sy 0e Q& shglladhédiantd theketyylrements and resysibilities of this policy section.

Inventory Management

Asset Management Personnel

Personnel witHnformation AssetManagementoles and responsibilities are responsible for tracking|ttiermation

Asset ifecycle These personnel should be documented as such, and trained periodically.iTdieseiat may be from

one or many operational areaas appropate dependingonthetypedf Yy F2 NX I GA 2y ! aasSd 2NJ (K
needs.

For example, the management of software and hardware assets may be handEddsndbut managementand
accountabilityof (nontechnology)Employee asseter equipmert shall bethe responsibility of the Agency.

Asset Identification and Handling

All Agencyinformation Assetsowned or leasegshall beinventoried by theiiData Classification Leyé&lata Owneyand
assigneduser. The inventory of alhformation Assetshall be retained bthe! ISy 0é 2NJ h¢{ 2y (G(KS
inventory shall be accurately maintained and revievaediually to identify any missing or no longer utilizetbrmation
AssetsAgencieshall onfirm, to the extent possible, thdhformation Assets are tagged with an approveentification

tag anda unique number for tracking purposes.

System ldentification foBusiness Continuity Management

In the event of a disaster, the inventory maintainggan Agencyhall be utilized to identify alhformation Assetsthe
last location, backip information licensing information, and y ¥ 2 NJY I (i Aafugto sugpért&uiyaperational
impactanalysis.

Third Party Contratual Agreements

When required, otice ofInformation AsssetManagement requirements are to be includiedthird party contracts. The
agreementshall specify how and when the applicable Informatissetawill be inventoried andncludehow
Information Assets will besturned ypon completion of the contract.

Information Asset Lifecycle

Planning and Procument

Personnel witHnformation Asset managementles and responsibilities ahlireceive timely notificationsf Information
Assetxhanges, updates, arew acquisitiondan order toensureinventoriesare updated

Deployment
Information Assets are to bdeployed following the policies outlined in this Information Security Policy.
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Management and Support

Information Assets are to be labeled, handled, supported, and returned following the policies outlined in this
Information Security Policy. To the extgrossible, theassignediseQ supervisorr the assignedata Owneshall
provide theOffice of Human Resources (OiR)sonnela list of thelnformation Assets arcmployeeretains in his/her
LI2aaSaarzy dzlRy ( K&smssglodcizadgs id ppaitiok B hddifiah, tadl S Edpeivisorand the
Data Owneshall assisODHRwith efforts to recoupinformationassets fronformer Employees.

Disposal
All Information Assetsshallbe disposed oin accordance wittDataSanitization

Lost or Stolen

Upon becoming aware of a lost or stolen Information Assetpéividualmust report the event to thénformation
Security TeanfISTr OTSEnd UseSupport Services, as required lpgident Management
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ata Sanitization

Purpose and Scope

Thispolicysection clearly indicates the responsibilities and actions required to ernsiieds properly removed prior to
the release or disposal of equipment.

This section applies tongand allelectronic mediaor devicessubject to surpls, disposal, transfer, or otherwise
permanently leaving the possession of &gency or its agents

Electronic medianddevicesshall besanitized using approved equipment, techniques, and procedures as required by
Data Sanitization Standards and Requirements

This section does not apply to any device or electronic media seized, confiscated, or requested as evidence to support
any administrative, legal, or lawful action.

Responsibilities

Agencies shall

1 Review and ensure compliance withrrentdataor record retention policies and directives prior to taking any
approved actions to overwrite or destroy data.

Establish operational processé ensure compliance with Data Sanitization Requirements

Utilize the assignedataclassification level, as required Bata Classification and Handljrig determine the
required sanitization method.

1 Maintain sanitization log records, as defineiata Sanitiation Standards and Requiremenitsdefinitely.

1 Report any violation of this policy directly tfee Information Security TearfiSTimmediately as practical
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Appendixitems

General Overview

The hformation Security Policy Appendix is structupgddominantlyto both, improve the usability of the Information
Security Policy, and ease the maintenance of updating techspeaificationsvhich are expected to change over time.

Appendix Requirements
ltem Location

5SLISYRAY3I 2y |y LIS YRAE LGSYQa F2NXNIFGT 2LISNIGAZ2Yy I
Appendix Item may be stored and maintained in one of the followongtions

1 Within the Infomation Security Policy directly;
f  Within the OTS policy libradpcated onthe Divisionof RY A Y A & (1 NI { A 2vgbeit& orLJdzo f A O F I C
 Withintk S { G I G S Ohdorkautiizing adg€uird file yeBository.

TheChief Information Security Offic¢€ISO) shall ensure thiatlowing Appendix sections are updated withcagate
file locations or links.

Updates to ltems

Updates made t@n existingAppendix Iten® @&chnical or procedural sections shadl lngged and require written
approval by the CISO prior to use or reference.

Adding or Removing ltems

Adding or removing Appendix Items shall require the same process for Information SecurityCRalicyes and
Amendments
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Request for Exception Form

Exception request forsmust be completed by the Data Owner or Agency Leadership and must include the signature of
GKS 1'3SyodeQa 9ESOdziA GBS 5ANBOG2 NI eciNg @fficédr (CBSO) dz0 YA A a A2y |
Completed forms are summited to the CISO or IST usingdhéact Informatiorprovided within the Information

Security Policy.

Please feel free to contact tHeformation Security TearlST) with any questions or comments you have about the
Exception Request process.

The Request for Exception Fornhisted as a separate file within tl&TS policy librargn the Division of
ARYAYAAGNI GA2yQa Lzt A0 6So0airisSo
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End User Agreement

This appendix item will be hosted as a separate file withifQfi& policy librargn the Dividy 2 F ! RYAY A A G N
public website.
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Password Requirements

Purpose

The purpae of this policy is to clearly inform all Agencies and third parties of the currently approved authentication
methods in addition to thgpasswordpolicy required for all sysms, domains, applications, and technical resources
utilized by the State or its Agencies

In the event technical limitations limit the ability to achieve the requirements within this Appendix sectianicg
Exceptiormust be requested for the system or application in addition ®isk Acceptance Forapproved by theData
Ownerand Agency Executive Director

End User Account Password Requirements

Allgeneralend user accounts shall require passwords that meets or exceeds the below configurations, settings, or
policies.

PolicyCorfiguration

1 Minimum Length 8 characters
9 Full Character Setalphanumeric and all special characters
1 Complex By requiring3 of the following4:
0 Numeric charactef0-9)
0 Special charactef, |@#$%"&*()_+H[A|/:;}]<>)
0 Uppercas€éA-2
0 Lowercaséa-2)
Maximum age 90 days
Minimum age- 1 day(24hrs
0 Passwords set to force reset at next logon do not require the above mentioned minimum age.
1 No previous password: 24 passwords

0 Meaning:a newpassword shall not be the same value of the Wsdrevious 24paswords

AccountLockoutPolicyshall bedeterminedby Data Classification Levels

Accountswith access to Confidential or Restricted Data shall be:

9 Locked or disabledndrequire administrative unloclipon 3 consecutiveunsuccessful login attempts iril&-
minute time period.

Accountswithout access to Confidential or Restricted Data shall be:

9 Temporarilyocked outfor 15 minutesupon6 consecutiveunsuccessful login attempts irl&minute time
period.
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Privileged UsekccountPassword Requirements
Use accounts for privileged users shall require the more restrictive password configurations outlined below.

PolicyConfiguration

1 Minimum Length 15 characters
1 Full Character Setalphanumeric and all special characters
1 Complex By requiring3 of the following4:
o0 Numeric charactef0-9)
0 Special character |@#$%"&*(}_+{[A|/:;}]<>)
0 Uppercas€A-2
0 Lowercaséa-2)
Maximum age 90 days
Minimum age- 1 day(24hrg
0 Passwords set to force reset at next logon do not require the above mentioned minimum age
1 No previous password: 24 passwords
0 Meaning: new pssword shall not be the same value of the previousp2éswords

AccountLockoutPolicy

9 Locked or disabledndrequire administrative unloclipon 3 consecutiveunsuccessful login attempts iril&-
minute time period.

Service Account Password Requirements
Service or System accounts require the explicit password configurations as outlined below.

Policy Configuration

1 Minimum Length 24 characters
1 Full Character Setalphanumeric and all special characters
1 Complex Required to us@ of the 4 following:
0 Numeric charactef0-9)
o0 Special charactel '@#$%"&*()_+{[A|/:;}]<>)
0 UppercaseA-2
0 Lowercaséa-2)
1 Maximum age Never Expire

AccountLockoutPolicy

9 Locked or disabledndrequire administrative unldcupon 3 consecutiveunsuccessful login attempts irilé&-
minute time period.
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Additional Service Account Requirements

Once Service or System accounts have successfully been used to authenticate a service or apgilication
reasonable efforts shall be tak torestrict the ®rvice accounts fronmteractive logons

Single Sigon (SSO) Requirements

SSO for iay system, servicayebsite, porta) or applicatiorowned, managed, or utilized by an Agency shalidveewed
by the Information Security Team (1$T addition to meeting thdollowingrequirements.

The following are approved methods and requirements for SSO.
SAML v2.0 Requirements

1 Validate Messge Confidentiality and Integrity

o Utilize TLS v1.2 erdigitally signed message with a certified kegompgiance withEncryption
Requirements

i Validate Protocol Usage
0 SAML Response Data ElemaAnthnRequest (ID, SP)
0 SAML Response Data ElemResponse (ID, SP, IdP, {AA} K -1/1dP)
0 SAML Response Data ElemAnthAssert (ID, C, IdP, SP)
0 Always perform schema validation on the XML document
0 Securely validate the digital signature
9 Validate Protocol Processing Rules
0 ValidateAuthnRequest processing rules
o0 ValidateResponse processing rules

Kerberos Requirements

1 Kerberos imnapproved authentication methotbr useboth on and offdomainor configured foISSO
1 The ISBtronglyendorsesthe use of Kerberos wheneveihen available.

NTLM Requirements

1 NTLM v1 shall onlye utilized when NTLMv2 or Kerberos is not available duecbriesal limitations.
 NTLM v2 is the recommended authentication protocol for domain SSO authentication.
OpenlD& OAuth

9 Due to thehighly decentralized naturand the historicallflawed model, both OpenID and OAuth shall not be
used for anyAgencyprocess o application.

Password and Authentition Token Storage Requirement

All passwords, authentication tokens, certificates, and encryption keys shall be encrypted, in accordance with
Encryption Bquirements when stored on any client, server, whenembeddedwithin any application, code, or script
Multi-Factor Authentication Requirements
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Definition

The classic paradigm for authentication systems identifies three factors as the cornerseutbaitication:
1 Something you know (for example, a password)
1 Something you have (for example, an ID badge or a cryptographic key)
I Something you are (for example, a fingerprint or other biometric data)

Multi-factor authentication refers to the use of motigan one of the factors listed above. The strength of authentication
systems is largely determined by the number of factors incorporated by the system. Implementations that use two
factors are considered to be stronger than those that use only one fagstems that incorporate all three factors are
stronger than systems that only incorporate two of the factors.

Approved Authentication Factors

All Multi-Factor authentication systems shall be subject to a formal review by the Information Security Team
(IST). The following types of Mulkactor authentication types are approved.

1 Hardware Tokens
1 Software Tokens
1 Certificates
0 Must be norexportable

0 Key must not be subject to memorization

Other Authentication Methods

Device or Application PIN Requirements

9 PIN ninimum lengthg 4 digits
T Minimum Ageg N/A
1 Maximum Age; 90 days

Session Management Requirements

All Session ©(or Tokengjtilized to maintain the active authenticated state of an application or systemsissdtr
expireand reissuafter a maximum of:

1 15 minutes

Any inactive authenticated useessionof any externally accessible application or systdrmall be expireénd require
re-authenticationafter a maximum inactivity of:

M 15 minutes

Any active authenticated user session of any externally accesgipliation or system shall be expired and require re
authentication after a maximum active use of:

1 24 hours
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Access Request Requirements

This appendix item will be hosted as a separate file withinQfi& policy librargn the Division of RY A Yy A & (1 NI (1 A 2
public website.
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Change Management Process

Thelnformation Security Team is currently working with each operatisaction of he Office of Technology Services
(OTShaNnd Agencieto create and document a Change Management Process which can accommodate the &tate
consolidating IT environments.

Each operational section of OTS and Agency shall continue to utilize their currently documented Change Management
Process in compliance witbhange Management

Once finalized, the CISO will include the new Change Management Prodeissajoptendix itenandwill be hosted as a
separate file within thedTS policy librargn the Division of Adminidtri A 2 y Q& LJdzoft AO 6So0aAiSo
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Request for Change Form

The Information Security Team is currently working with each operalts®ction of he Office of Technology Services
(OTS) to create and document a ChanggMaad SYSy i t N2 OSaa 6KAOK OFy | 002YY2F
environments.

Each operational section of OTS and Agency shall continue to utilize their currently documented Change Management
Process in compliance witbhange Management

Once finalized, the CISO will include the new Request for Change Form to this appendix item and will be hosted as a
separate file within theDTS policy librargnthe DBA & A2y 2F | RYAYAAGNF A2y Q& LIzt A
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Approved Network Services, Protocols, and Ports

The Office of Technology Servicgdetwork Services, working withe Information Security Team (IST), shall create and
maintainalist of approved network seiees, protocols, and porthat aremaintainedand operationally requirethy an
Agency

The listof approved network services, protocols, and pastall beupdated with any newly provisioned services,
protocols, and ports. Once approved and changed peithtwork Devices and Communicatidnsaccordance with
Change Management

The listof approved network services, protocols, and pdsti$o be reviewed onraannual basis to vy that insecure,
unused or unauthorized services, protocols, and ports are not present i thé &ngir@riment.

Due to thepotential risk associated armbnfidential nature of this contenficcess tdhis list shallbe restricted and the
list shallnot be publishedr shared without prior approval from the CIO and CISO.
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System Configuration Records

Gonfigurations for alcomputingsystemsin production or intended for production use, whether managedd®s,
Ageng, or third party, must be documented in aordance with these guidelines.

Purpose

Proper recording of system, application and network configuration components is required to maintain-soxdate

record of current configuration status information. An accurataefiuration record will provide management with
information including what and when changes have been made to a specific system. Such information can be useful fo
the system and network troubleshooting process and aid in the development of disaster nepooeedures.

All applicable configuration information shall beeated and maintained or optionalntered into(or captured byan
approved configuration tracking system or service.

Record Requirements

The following list contains the configuratiorfarmation where applicable to be recorded for each system:

System Name Name of the system based on thespdetermined naming convention

Assigned AgenayName of Agency being assigned

Data Ownec if server, application, or database

System Purpose Why is this system hiag configured or reconfigured

Data Classificatioqif server hosting data or database

Build Date; Date theengineer configured the system

Build Enginee¢ Name of the engineer pesfming the system configuration

Approved by Who auhorized or approgd this build, if authorization was not pagpproved.

IP address If system will require a stati® addressthe IP addressf the system be configured
Subnet Mask If system required a stati®address, thesubnet mask assigned todlsystem

Default Gateway, If system will require a stati® addressthe Default IP gatewagssigned to the system
Domaing the domdn name assigned to the System.

VLAN is this system required to be on a spe&falAN?

DMZ¢ DMZ detalls, if applicabl

Operating SystentfOS); Type of Operation Systeor firmware presently running on the system
OSVersiong The version of the operating systamn firmwareon the system

SecureSystemBaseline applietl¢ Was the most current applicabtecure baseline agied?
Applications; any lineof-business applications that have been installed on the system.

Versiong the version number of all applicable Ihod-business applications

Date patched ta@ the date of the most recent patch update for applicable doidbusiness applications.
Patch Exceptionsany patches that may be applicable but were not installed and for what reason
System/applicatiorinformation Securityequirementsg did the system or application require any additional
security configuration phardened

= =4 =8 =8 =8 8 o8 o8 of oo e

1 SecureExceptions; any applicablesecure baseline configuration or settititat were notapplied and for what
reason

9 Other Settingg, any additional setting that are unique to the system.

1 Commentg; any additional information that may applg the system or application not previoushentioned in

the above fields.
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Approved End User Facing Technologies

The Office of Technology Servicgsnd User Computing, working withetinformation Security Tean(IST), shall create
and maintaina list of ApprovedEnd User Facing Devices and Technologies thahaitainedand operationally
requiredby an Agency

Thelist of ApprovedEnd User Facing Devices and Technologies shafidsged with ary newly provisione@énd user
facing deviceor technologyponce approved and configured in compliance with the Information Security Policy.

Thelist of ApprovedEnd User Facing Devices and Technolagitsbe reviewed on hi-annual basis to verify that
insecure, unuser unauthorizeddevices or technologieare not present in thg (i | @ngir@riment.

Due to thepotential risls associatedhis content,i KA & f Aad ¢Aff 06S YFIAYydlFrAySR &S0
(or system) in a manner #h best suites the operational needs of the End User Computing section of OTS.
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Encryption Requirements

Purpose

The purpee of this policy is to clearly inform an Agency or third party of authorized cryptographic algorithms, methods,
configurations, andgecure protocols necessary for adequate data protection. The requirenretits Information

Security Policy Appendsectionshall bereferencedwhendata encryptiormethods are required for Agency systems,
applications, workstations, mobile devices, file transfers, network connectardigitd signatures

In the event technicabr operationallimitationsimpactthe ability to achieve the requirements within this Appendix
section, aPolicy Exceptiomust be requested for the systent application in addition to &isk Acceptance Form
approved by thédata Owneand Agency¥xecutive Director

Encryption Software

Encryption standards and algorithms require intensive analysis prior to approval in addition to continued examination ir
order to determine that the standard or algorithm provides adequate security. For this red@somformation Security

Team (IST) relies upon the National Institute of Standards and Technologies (NIST) for maintaining the currently
approved encryption standards, algorithms, and corresponding key lengths.

Prior to production use of anyfiware product or application(includinganycryptographic libray or moduleutilized
duringsoftware development) used fatata encryptionmust have previouslgeensubmitted, tested, approved, and
postedby NISTas aFIPS 14@ compliant cryptograpit module.

In addition to using a FIPS 12@ompliant cryptographic module, all encryption software used in production
environments shall adhere to the additional requirements within this Appendix section.

Please contact thé&STwith any questions about the requirements, use, or approval of encryption software.

EncryptionAlgorithms

Only currently approved encryption algorithms shall be used toigeowonfidentidity or protection forConfidential or
Restricted Data

Symmetric KeyAlgorithms

Asprovidedin NISTsp800657, the following symmetric key algorithms are approved:
1 Triple DEA (TDEA)
0 56-bit keysonly (not preferred)
1 Advanced Encryption Standard (AES)
o0 128hbit keys, fiot preferred)
0 192-bit keys, oriGot preferred)
0 256-bit keys.(strongly preferred)
Public KeyAsymmetricAlgorithms

Ascompliant withFIPS 14Q, the following asymmetric key algorithms are approved:
1 RSA (1024 bit minimum)
1 ECC (384 bit minimum)
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Hash Functions

Ahash functions used taake an input of arbitrary length and output a fixéehgth valueThe output from eash
functionmaybe commonly referred to asfeash value, hash, message digest, and difiitgérprint. Using avell-
designedhash functiomrmearsit is not feasible to find a message that will produagiveen hash value (prenage
resistance), nor is it feasible to find two messages that producsdhge hash value (collision resistance).

Asprovidedin FIPS 18@he following hash functions are approved:
1 SHAL,

1 SHA224,

1 SHA512/224,

1 SHA256,

1 SHA512/256,

1 SHA384, and
1 SHA512

Digital Signature Algorithms

Digital signaturalgorithmsare usedwith hash functiongo provide authentication, integrityand nonrepudiation.
As provided irEIPS 18@&he following digital signature algorithms are approved:

1 RSA (1024 bit minimum) with Si2B6

1 DSA (102%it minimum) with SHAR56

1 ECDSA (384 bit minimum) with SPBS
KeyExchange

Key exchanges must use one of the following cryptographic protocols:
9 Diffie-Hellman
1 IKE
1 Elliptic curve DiffietHellman (ECDH)

End points must be authenticated prior to the exchangeerivation of session keys.

Certificates and Key Authentication

Allsystemaused for authentication (for example, RADIUS or TACACS) must have installed a valid cedifisditend
signedbyS A 1 KSNJ (1 KS !catBiga® autharity(CA) drespNbfidalitrusted CA(provider).

lye aeaidsSy 2N I LILX AOFGA2ya dzaAy3d ¢ { Ya=ficaterautid8y(CA) OS NI
or a publically trustecCA

Public keys used to establish trust must be authenticated prior €0 BEgamples of authentication include transmission
via cryptographically signed message or manual verification of the public key hash.

Certificates issued to users, workstations, or servers for the purpose of authentication must not allow the certficate t
be exported.
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Encryption for End User Devices

Approved encryption software used to protecbnfidential and Restricted Dadm lapiops, mobile devices, smart
phones, workstations, and other end users devices that could potentially become lost or stolen shall be implemented in
strict compliance withNISTsp80G111

Encrypted NetworKransmission

Confidential and Restricted Damaust be encryptedluringtransmission ovethe internet, public network, or otherwise
un-trusted environment

Restricted Datshall be encrypted even during transmission within an internal State, Agency, or authorized third party
network; unless otherwise approved by the IST.

Agencieswith an operational need for transmittingonfidential and Restricted Dashall only use¢he following
approved protocols

9 TLS v1.ZIfansport Layer Securjty
9 IPsec (Internet Protocol Setty)

0 IPsec requires the explicit use of Encapsulating Security Payload (ESP), the following are approved
transform sets:

A ESPAES256-MD5 espaes256 espmd5-hmac

A ESPAES192MD5 espaes192 espmd5-hmac

ESPAESL28-SHA esfaes esgshahmac
ESPAESL92-SHA esfaes192 espshahmac

A ESPAESI28MD5 espaes espmd5-hmac

A ESPAES256-SHA esfaes256 espshahmac

>~ >~

Encrypted Wireless Networks

All wireless networks in useithin Statefacilities must be protectetly encryption. Under no circumstances shouhe t
encryption be configured to bless than 256 bits in strength.

1 Wirelessnetworks used by Employees or Third Parties to access to internal systems shall be configured to
specifically use Protected Extensible Authentication Protoget TLS v1.@PEAPTLS).

1 Wireless networks used by Employees or Third Parties with no access to any internal systetyes must
configured with WPA2 using AES with a-8hared Key (PSK) of no less than 24 characters.

1 Wireless networks, used by guests, visitors, or general polat strictly prohibit the access of any internal
system andequires users to complete registration process prior to providing connectivity.

o0 Ininstances where guest or general public wireless access is needed to support an event scheduled for
less thamM8hrs, user registration is not required unless requested by the Agency assigned event
coordinator.

Restricted Data File Transfers

File transfers to third parties that contain or may contain Restricted Data, shall be encrypfileri@tel (atrest) prior
to beingshared via an approveghcrypted network transmission.
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ContinuousReview oEncryption Standards

Dueto the inherent depreciation of encryption standards well as th@n-goingfocus toimproveencryption
technologiesthe Information Security TearfiST) in conjunction withOTS operational sectiofshallcontinuously
review theacceptableencryptionguidelinesand requirementgo ensureli K S { udelofieri®@piionmaintain
compliance witlregulatory requirementsind Restricted Datiés adequately protected.
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Incident Response &

This appendix item will be hostes a separate fileithin the OTS policy libra® y G KS S5AGA&aAA2Y 2F |
public website.
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Risk Assessment Standards and Requirements

TheChief Information Security Officé€1SO) is currently workingtlveach operational section ohé Office of

Technology Services (OTS) and Agencies to finalize the Risk Assessment Standards and Requirements which
FOO2YY2RIGSa GKS {GFriSQa O2yaz2tARFiGAY3T L¢ SYBANRYYSYyI
Once finalized, the CISO will communicate andiphlthe Risk Assessment Standards and Requirements to this

appendix item and host as a separate file within @€S policy librargy G KS S5A@AaA2y 2F | RYAY
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Third Paty Information SecurityQuestionnaire

The Third Party Information Security Questionnaagpendix item will be hosted as a separate file within @S policy
library on the Division of dminia i N} 6§ A2y Q& Lzt AO ¢6SoairisSo
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Risk Acceptance Form

A Risk Acceptance Form is primarily initiated by@hé=f Information Security Offic@€ISO) and submitted to the
Agency or operational area for acknowledgement and acceptadowever, any individual who believes a Risk
Acceptance Form should be initiated due to a recent increase in risk, may contact ther Cl8@nation Security Team
(ISTusing theContact Informatiorprovided within the Information Security Policy

Note: The CISO shall report Rlisk Acceptance Forms, pending or accepd@ectly to thelnformation Security

GovernanceBoard L{ D. 00X | & NBI|dZANBR o0& (KS {GFrGSQa LYFR2NNIGAZ

The Risk Acceptance Foisiosted as a separate file within tf@TS policy librargn the Division of RY A Yy A & G NI { A
public website.
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Audit Logging Standards and Requirements

Purpose

The purpose of this policy is to clearly informAgencies, third parties, and operational sections within the Office of
Technology Services (OTS)haf audit loggingrequirements for all coputing systemsnetwork devices, servers,
applications and databasem production or intended for production use, whether managed by an Agency0Dihg8d

party.
General Logging Requirements

Any log generated by a system, application, database, etc. should be configured to produce unfiltered logs in as much
detail as possible.

The following fieldof information arerequiredfor all audit logs or system events:
I Timestamp
1 Date
1 Username (if applicable)
1 Action Result
0 Success
o Failure
1 Source- ClientInformation
o0 Hostname (if applicable)
o IP Address
o MAC Address
o Port
9 Destination- ClientInformation
0 Hostname (if applicable)
o IP Address
o MAC Address
o Port
Protocol
Reason Coder Event Type

Message Details

ClassificationPublic Audit Logging Standards and Requirements PageB2of 92



Information Security Policy Division of Administradn
Appendix Office of Technology Servic

Operating Systerand Network Devickeogging Requirements

In addition to thepreviously listedseneral Logging Requiremen@perating Systesshall be configured to produce
audit logs for the following event types:

1 Log Clearing or Deletion
9 Actions performed by OS components
o0 Startups and Shutdowns
0 Service starts, stops, creation, deletion
0 System Changes
o0 Script or Command execution details
o Errors (with error codes)
1 Account Information
0 Authentication and Authorizations
A Logons
A Logoffs
A Password resets or changes
0 Account Changes
0 Account Creation
Policy Changes
Account Changes
Account Creation

Peamission Changes

=A =/ =2 =4 =

When required by Information Security Tediife AccessAuditing for:
0 UpdatdWrite

0 Read

o Delete

0

Traverse

Application Logging Requirements

In addition to theboth General Logging Requiremerisd Operating System Requiremenigpplicatiors shall be
capable of generating and configured to produce the following event types (as relevant to the use, functionality, or
scope of the application):

1 Log Clearing, Deletion, or Purging
1 Client Requests anc&er Response
0 URLs
o Status Code
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M UserAccount Information
0 Authentication and Authorizations
A Logons
A Logoffs
A Password resets or changes
o0 Account Changes
0 Account Creation
1 Operational
0 Service levebtarsand $ops
Application Failures
Policy orConfiguratien Changes
ContentUpdates

CriticalErrors

O O O O O

File or Message Transfer

1 End User Actions

Office of Technology Servic

0 Access to any screen or menu containing Confidential or Restricted Data

o Initiated Reports (to include query executed) containing Confidential or Restricted Data

Database @gging Requirements

In addition to theGeneral Logging Requiremen@®perating System Requirementnd ApplicationsoggingPatabase

shall be capable andaofigured to produce the following event types:

1 Account Information
0 Authentication and Authorizations
A Logons
A Logoffs
A Password resets or changes
o Account Changes
0 Account Creation
1 Operational Actions
o Startup and Shutdown
o0 Configuration Changes
o Errors
0

Log Clead
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9 Transactiongto include query string)
0 User generated
0 Stored proceduresr Scripts

0 Scheduled Jobs or Tasks

Custom Application Logging Requirements

In addition to theGeneral Logging Requiremen@peratirg System Requirementand Applicationsoggingand
Databased ogging Requirement§ustom Applicatioshall be requiredo be developed and tested to ensure creation
of the following event types:

1 Client Rguests and Server Response
o URLs
o Status Code
1 Account Information
0 Authentication and Authorizations
A Logons
A Logoffs
A Password resets or changes
o Account Changes
0 Account Creation
9 Operational Actions
0 Startup and Shutdown
Application Failures
Configuration Changes
Updates

Errors

O O O O o

Log Cleared
9 End User Actions
Access to any screen or menu containing Confidential or Restricted Data

Initiated Reports (to include query executed) containing Confidential or Restricted Data

File uploads

O O O O

Searches (including strings)
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AdditionalRequirements

Syslog Protocol Requirements
1 Reliable Log Delivery
o TCP Support
1 Transmission Confidentiality Protection
0 TLS Support

1 Transmission Integrity Protection and Authentication
0 Supports MD5 or SHA

Log Collection and Event Forwarding
1 Securitytools maybe requiredto connect to log storage locationmcluding data bases, or flat file
storage location$or log collection and processing.

o0 In some situationssecurity tools may delete original log files / entries after collection and
processing a complete.

1 When required by the CISO, Agency, or Data Owner, Event Logs shall be forward to a central location
for secure storage and monitoring.
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Data Sanitization Standards and Requirements

Teh TFAOS 27F ¢ S Qrevodsly amrdved afd\dibhedSaia Sanitization Standards and Requirements
shall continue to be used andrporarily serve as this appendix item.

TheChid Information Security Officg(CISO) will update the OD&ta Sanitization Standards and Requiremems
formatting as an official Information Security Appendix Itwithin 90 days and host in th©TS policy librargn the
Divisonof RYAYAAGNI GA2yQa Lzt A0 6So0arisSo
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Safeguarding Federal Tax Information

Purpose

This document clearly outlines the contract language requiredlihial Paty Agreementprior to sharing Federal Tax
Information (FTI).

The details must be directly included, without modification, in &hyd Party Agreemergrior to an Agency sharing
Federal Tax Informain.

Safeguarding Contract Language
CONTRACT LANGUAGE FOR GENERAL SERVICES
|. PERFORMANCE

In performance of this contract, the Contractor agrees to comply with and assume responsibility for compliance by his
her employees with the following requirements

(1) All work will be performed under the supervision of the contractor or the contractor's responsible employees.

(2) Any Federal tax returns or return information (hereafter referred to as returns or return information) made available
shall be used onlfor the purpose of carrying out the provisions of this contract. Information contained in such material
shall be treated as confidential and shall not be divulged or made known in any manner to any person except as may k
necessary in the performance dfis contract. Inspection by or disclosure to anyone other than an officer or employee

of the contractor is prohibited.

(3) All returns and return information will be accounted for upon receipt and properly stored before, during, and after
processing. In atition, all related output and products will be given the same level of protection as required for the
source material.

(4) No work involving returns and return information furnished under this contract will be subcontracted without prior
written approvalof the IRS.

(5) The contractor will maintain a list of employees authorized access. Such list will be provided to the agency and, upc
request, to the IRS reviewing office.

(6) The agency will have the right to void the contract if the contractor fajsadeide the safeguards described above.
(7) (Include any additional safeguards that may be appropriate.)
[I. CRIMINAL/CIVIL SANCTIONS

(1) Each officer or employee of any person to whom returns or return information is or may be disclosed shall be
notified in writing by such person that returns or return information disclosed to such officer or employee can be used
only for a purpose and to the extent authorized herein, and that further disclosure of any such returns or return
information for a purpose or tan extent unauthorized herein constitutes a felony punishable upon conviction by a fine
of as much as $5,000 or imprisonment for as long as five years, or both, together with the costs of prosecution. Such
person shall also notify each such officer ancptoyee that any such unauthorized future disclosure of returns or return
information may also result in an award of civil damages against the officer or employee in an amount not less than
$1,000 with respect to each instance of unauthorized disclosuresd penalties are prescribed by IRCs 7213 and 7431
and set forth at 26 CFR 301.6103{n)
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(2) Each officer or employee of any person to whom returns or return information is or may be disclosed shall be
notified in writing by such person that any retuonreturn information made available in any format shall be used only

for the purpose of carrying out the provisions of this contract. Information contained in such material shall be treated as
confidential and shall not be divulged or made known in anpmeato any person except as may be necessary in the
performance of this contract. Inspection by or disclosure to anyone without an officiattedleabw constitutes a

criminal misdemeanor punishable upon conviction by a fine of as much as $1,000.0Gisoimment for as long as 1

year, or both, together with the costs of prosecution. Such person shall also notify each such officer and employee that
any such unauthorized inspection or disclosure of returns or return information may also result in anchwiarid

damages against the officer or employee [United States for Federal employees] in an amount equal to the sum of the
greater of $1,000.00 for each act of unauthorized inspection or disclosure with respect to which such defendant is foun
liable or he sum of the actual damages sustained by the plaintiff as a result of such unauthorized inspection or
disclosure plus in the case of a willful inspection or disclosure which is the result of gross negligence, punitive damage:
plus the costs of the actiomhe penalties are prescribed by IRCs 7213A and 7431.

(3) Additionally, it is incumbent upon the contractor to inform its officers and employees of the penalties for improper
disclosure imposed by the Privacy Act of 1974, 5 U.S.C. 552a. Specific8l;.562#8(1), which is made applicable to
contractors by 5 U.S.C. 552a(m)(1), provides that any officer or employee of a contractor, who by virtue of his/her
employment or official position, has possession of or access to agency records which cativadally identifiable
information, the disclosure of which is prohibited by the Privacy Act or regulations established thereunder, and who
knowing that disclosure of the specific material is so prohibited, willfully discloses the material in any toaamnmgr

person or agency not entitled to receive it, shall be guilty of a misdemeanor and fined not more than $5,000.

6nv DNIyGAy3a | O2yiGNI OG2N) I 00Saa (2 C¢L Ydzad 06S LINBO!
security policy and mrcedures for safeguarding IRS information. Contractors must maintain their authorization to access
FTI through annual recertification. The initial certification and recertification must be documented and placed in the
agency's files for review. As parttbe certification and at least annually afterwards, contractors must be advised of the
provisions of IRCs 7431, 7213, and 7213A (see Exhibit 4, Sanctions for Unauthorized Disclosure, and Exhibit 5, Civil
Damages for Unauthorized Disclosure). The trainmogided before the initial certification and annually thereafter must
also cover the incident response policy and procedure for reporting unauthorized disclosures and data breaches. (See
Section)For both the initial certification and the annual certificat, the contractor must sign, either with ink or

electronic signature, a confidentiality statement certifying their understanding of the security requirements.

[1l. INSPECTION

The IRS and the Agency shall have the right to send its officers and empiageées offices and plants of the

contractor for inspection of the facilities and operations provided for the performance of any work under this contract.
On the basis of such inspection, specific measures may be required in cases where the confiamartis be
noncompliant with contract safeguards.

CONTRACT LANGUAGE FEBHNOLOGY SERVICES
|. PERFORMANCE

In performance of this contract, the contractor agrees to comply with and assume responsibility for compliance by his o
her employees with the f@wing requirements:

(1) All work will be done under the supervision of the contractor or the contractor's employees.

(2) Any return or return information made available in any format shall be used only for the purpose of carrying out the
provisions of tiis contract. Information contained in such material will be treated as confidential and will not be divulged
or made known in any manner to any person except as may be necessary in the performance of this contract. Disclosu
to anyone other than an officeor employee of the contractor will be prohibited.
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(3) All returns and return information will be accounted for upon receipt and properly stored before, during, and after
processing. In addition, all related output will be given the same level of groteas required for the source material.

(4) The contractor certifies that the data processed during the performance of this contract will be completely purged
from all data storage components of his or her computer facility, and no output will be retayéhe contractor at the

time the work is completed. If immediate purging of all data storage components is not possible, the contractor certifies
that any IRS data remaining in any storage component will be safeguarded to prevent unauthorized dsclosure

(5) Any spoilage or any intermediate hard copy printout that may result during the processing of IRS data will be given:
the agency or his or her designee. When this is not possible, the contractor will be responsible for the destruction of the
spoilage or any intermediate hard copy printouts, and will provide the agency or his or her designee with a statement
containing the date of destruction, description of material destroyed, and the method used.

(6) All computer systems receiving, processing,istpor transmitting FTI must meet the requirements defined in IRS
Publication 1075. To meet functional and assurance requirements, the security features of the environment must
provide for the managerial, operational, and technical controls. All seceadtyifes must be available and activated to
protect against unauthorized use of and access to Federal Tax Information.

(7) No work involving Federal Tax Information furnished under this contract will be subcontracted without prior written
approval of the IB.

(8) The contractor will maintain a list of employees authorized access. Such list will be provided to the agency and, upc
request, to the IRS reviewing office.

(9) The agency will have the right to void the contract if the contractor fails to pravidsafeguards described above.
(20) (Include any additional safeguards that may be appropriate.)
[I. CRIMINAL/CIVIL SANCTIONS

(1) Each officer or employee of any person to whom returns or return information is or may be disclosed will be notified
in writing by such person that returns or return information disclosed to such officer or employee can be used only for a
purpose and to the extent authorized herein, and that further disclosure of any such returns or return information for a
purpose or to an exdnt unauthorized herein constitutes a felony punishable upon conviction by a fine of as much as
$5,000 or imprisonment for as long as 5 years, or both, together with the costs of prosecution. Such person shall also
notify each such officer and employee thany such unauthorized further disclosure of returns or return information

may also result in an award of civil damages against the officer or employee in an amount not less than $1,000 with
respect to each instance of unauthorized disclosure. These fiehale prescribed by IRCs 7213 and 7431 and set forth

at 26 CFR 301.6103¢h)

(2) Each officer or employee of any person to whom returns or return information is or may be disclosed shall be
notified in writing by such person that any return or retunfiarmation made available in any format shall be used only

for the purpose of carrying out the provisions of this contract. Information contained in such material shall be treated as
confidential and shall not be divulged or made known in any manner tparson except as may be necessary in the
performance of the contract. Inspection by or disclosure to anyone without an officiattoelegow constitutes a

criminal misdemeanor punishable upon conviction by a fine of as much as $1,000 or imprisonmeribfay as 1 year,

or both, together with the costs of prosecution. Such person shall also notify each such officer and employee that any
such unauthorized inspection or disclosure of returns or return information may also result in an award of civilslamage
against the officer or employee [United States for Federal employees] in an amount equal to the sum of the greater of
$1,000 for each act of unauthorized inspection or disclosure with respect to which such defendant is found liable or the
sum of the actal damages sustained by the plaintiff as a result of such unauthorized inspection or disclosure plus in the
case of a willful inspection or disclosure which is the result of gross negligence, punitive damages, plus the costs of the
action. These penaltiemre prescribed by IRC 7213A and 7431.
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(3) Additionally, it is incumbent upon the contractor to inform its officers and employees of the penalties for improper
disclosure imposed by the Privacy Act of 1974, 5 U.S.C. 552a. Specifically, 5 U.3)@),58B@h is made applicable to
contractors by 5 U.S.C. 552a(m)(1), provides that any officer or employee of a contractor, who by virtue of his/her
employment or official position, has possession of or access to agency records which contain indivichidibide
information, the disclosure of which is prohibited by the Privacy Act or regulations established thereunder, and who
knowing that disclosure of the specific material is prohibited, willfully discloses the material in any manner to any perso
or agency not entitled to receive it, shall be guilty of a misdemeanor and fined not more than $5,000.

6nv DNIYyGAy3 | O2yGNI OG2N) I 00Saa (2 C¢L Ydzad 06S LINBO!
security policy and procedures for safiegding IRS information. Contractors must maintain their authorization to access
FTI through annual recertification. The initial certification and recertification must be documented and placed in the
agency's files for review. As part of the certificatard at least annually afterwards, contractors must be advised of the
provisions of IRCs 7431, 7213, and 7213A (see Exhibit 4, Sanctions for Unauthorized Disclosure, and Exhibit 5, Civil
Damages for Unauthorized Disclosure). The training provided beforaitta certification and annually thereafter must

also cover the incident response policy and procedure for reporting unauthorized disclosures and data breaches. (See
Section 10) For both the initial certification and the annual certification, the cotdranust sign, either with ink or

electronic signature, a confidentiality statement certifying their understanding of the security requirements.

[ll. INSPECTION

The IRS and the Agency shall have the right to send its officers and employees into theaoffipéants of the

contractor for inspection of the facilities and operations provided for the performance of any work under this contract.
On the basis of such inspection, specific measures may be required in cases where the contractor is found to be
noncompliant with contract safeguards.
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Chain of Custody

The Chain of Custo@ppendix item will be hosted as a separate file within @ES policy librargn the Division of
Il RYA YA adil NitviehsBey Q& LJdzo
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